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OCHOBbI CeTeBbIX TeXHOJIOFTMU - 4YacCTb 2
Ko kypca: SLIT-1037

ONUTenbHOCTb 40 ak. YyacoB

dopmart O4Ho; AncTaHunoHHO

Pa3paboTumk Kypca Softline

Tun Y4yebHbI Kypc

Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

OCHOBHOE BHVMaHMWe B Kypce yAeNeHOo CeTEBbIM TEXHOIOMMAM Hambosiee YacTo BCTPEYAIOLLMMCS B CETY
KOMMNaHWUin.Kypc npoBoanTCS B hopMaTe - NIEKUUS 1 NPaKTKa OAHOBPEMEHHO, ANA YyYLEeHUs NOHUMAHWS
MaTepuana. B kypce npeanonaratoTcs AoMallHWE 3a[aHNs, KOTOPbIE BbIMOJHATCS NOC/E OKOHYAHMS
y4yebHoro nHs. HacToslas gonosHUTeNbHas obpa3oBaTesibHas NporpaMma npefHasHavyeHa ans
MOAr0TOBKM CMELNannCcToB, Xenawnx npuobpectn 6a3oBbie HaBbiKK Mo paboTe ¢ KOMMyTaTOpPaMu 1
MapLIpyTM3aTopamMu, pa3bupaTbCs B 3aa4ax NPOTOKOJIOB 1 TEXHOIOT A, UCMOJIb3YEMbIX B COBPEMEHHbIX
KOMMbIOTEPHBIX CETSIX.

MoapobHasa nHhopmaums

Mpodunb ayamtTopum:

IT cneumanncTbl MeloLLMe NepBOHaYabHbIN OMbIT PaboThl B KOMMNbIOTEPHBLIX CETSAX, aAMUHUCTPATOPSI, IT
NHXXEHEPBI, U CrneunanncTaMm, XXenarwmnm NnoBbICUTb CBOIO KBanpukaumo B 061acTn ceTeBbixX
TEXHONOr NN,

Llenwn: MNMpoeKkTupoBaHMe 1 peannsauns ceTen npeanpusaTuin, HaCcTponka ceTeBoro obopynoBaHus.
KoHgmryprnpoBaHue HeobXxoAnMbIX TEXHONOMMIA U UHCTPYMEHTOB A5 paboTbl CETK, BKOYAA
BUPTYasibHble NIOKajbHbIE CETU, AUHAMMYECKas MapLpyTM3aumns, MHCTPYMeHThl 6e30macHOCTM 1
TeXHONorny TpaHcnauum IP agpecos.

MpensapuTenbHble TpeboBaHuA:

* nipoxoxxaeHune Kypca «OCHOBbI CeTeBbIX TEXHOIOMNA-4aCTb1x;
* 3HaHWe ocobeHHocTen 1Pv4 agpecauunu;

* obnapgaTb HaBblikamu HacTponku NAT, DHCP.

10 OKOHYaHUK Kypca cayLlaTenn CMOryT:

- BbINOJIHATb HACTPONKIM MPOTOKOJI0B CBA3YIOLLEro fLepeBa

- BbINOJIHATbL HacTponku EtherChannel

- BbINOJIHATb HACTPONKN AMHAMUYECKON MapLlipyTu3auum npotokosos OSPF, BGP

- OCYLLEeCTBNIATL NMOWCK M YCTPaHEeHMe HenmcnpaBHOCTEN HAaCTPoekK ceTeBoro obopynosaHua

- MPOEKTMPOBATb WU NPUMEHATb NHCTPYMEHTbI 6@30NacHOCTN Ha OCHOBE MEXCEeTEBOr0 3KpaHa
- BbINOJIHATbL NepBOHaYasibHble HaCTPonKK, HacTpok NAT n ACL Ha MexxceTeBOM 3KpaHe ASA



- OCYLLEeCTBNATb KOH(UrypmuposaHue VPN coefmHeHun Ha ocHoBe IPsec, GRE npoTokosioB

[lporpamMmma Kypca

Mogaynb 1. MpoTokobl CBA3YIOLLErO AepeBa

* Ha3sHa4yeHue npoTokona STP

* [MpuHuKMnbl paboTbl STP

* RSTP cocTosiHne 1 poan nNopToB

* HacTpowka 6e3onacHOCTM NPOTOKO0B CBA3ytowero aepesa Portfast n bpduguard
* HacTpowka npotokona STP, RSTP

* IHCTpYyMeHTbI ons 0bHapy>XeHns neTenb KOMMyTaLum
Mogzynb 2. TexHonorua EtherChannel Layer 2

* OCHOBHbIE NOHATUSA arpernpoBaHns KaHasoB

* MpuHumn pabotbl EtherChannel

* HacTpowka arpervpoBaHua KaHanoB

Mogynb 3. MNpoToKoabl BUPTYyanbHOro wit3a VRRP

* OrpaHuyeHme Wi3a no yMon4yaHuio

* [IpoTokon pesepsupoBaHusa VRRP

* Hactpownka VRRP

Moaynb 4. MNpoToKoa AMHaMu4yeckon MapwpyTtmnsauunm OSPF

* InHaMn4yeckme NPOTOKObI MapLlpyTU3aLmnm

* MpuHumn paboTbl NnpoTokona OSPF.

* HacTpowka OSPFv2 B MHOro30HHOM 061acTu

* ONTMM3aLMA NPOTOKoNa MapwpyTmsaumm OSPF - Tunbl ceTen, Cymmapu3auns ceTemn, BUpTyasibHble
KaHasbl.

Mogaynb 5. OcHoBbl VPN

* TexHOos1I0rna co3gaHns BUPTYasibHbIX YaCTHbIX CeTen

» KaTteropun VPN: Site-to-site VPN, VPN ¢ yaaneHHbIM fOCTYNOM
* [IpoToKon IPsec - KOH(PNLAEHLUNANBHOCTb, LeSIOCTHOCTb, ayTeHTUgmnkaums
* HacTpowka IPsec Site to Site VPN

* Ha3HaveHwne n npuHuun paboTtel npoTtokona GRE

* KoHurypuposaHue GRE over IPv4.

Mogaynb 6. HacTpoiika Firewall Ha ocHoBe 30H 6e30nacHOCTM

* XapaKTepuCTUKN NoAMTUKN bpeHamayepa 0OCHOBaHHbIE

Ha 30HaX

* OYHKLMOHMPOBaHME NOANTUKK BpeHaMayepa

OCHOBaHHbIe Ha 30Hax

* KoHmrypauma nonmtnkn bpeHgmayepa 0CHOBaHHbIE

Ha 30Hax C ucrnosnb3osaHnem CLI .

Moagynb 7. Ncnonb3osaHue IP SLA

* [P SLA ¢ ncnons3oaHuem ICMP Echo.

* |IP SLA kak 6onee yHuBepcanbHbiin, 4em HSRP Interface Tracking, MexaHu3mM NpoBepKM COCTOSHMA KaHana.
Moayne 8. lNpoTtokon BGP

* KpaTkuin 0630p npotokona BGP.

* MpuHuwmn paboTbl BGP.



* HacTpowka n nposepka paboTbl EBGP.

Mogaysib 9. MoncK 1 yCcTpaHeHne HernoJslafloK B CeTU

* [ONCK 1 yCTpaHeHne HenoJslaflok C UCMoNb30BaHNEM CUCTEMHOMO Noaxoaa

* lokyMeHTaumsa no cetu

* [pouenypa Noncka v yCTpaHeHnsa HenoJslafokK

* N30n5uma npobaemMbl C MOMOLLbIO MHOMOYPOBHEBBIX MOJesen

* OTnafka ceTtu

* CpencTBa NOUCKa M YCTPaHEHUA HernoJlafokK

* CUMMTOMbI U NPUYNHBI OTJTALKMN CETU

Moaynb 10. TexHonorma AAA

* Ha3HaveHue n npuHuun padbotel AAA

* HacTpowka yganeHHoOro focTtyna K cetesomy obopynoBaHuio Ha ocHoBe AAA.
Mogaynb 11. HacTponka B3anMOLENCTBUSA MeXy NPOTOKONaMK MapLUpyTU3aLmm
* ObecneyeHne nNepenayn MmapLIpyTU3IMpyoWwen nHpopmaumnen mexay npotokonamm OSPF n RIP
Moaynb 12. KoH(purypupoBaHme MexceTeBoro skpaHa ASA

* O630p MeXXCeTeBbIX IKPAHOB B AN3alHe ceTu

* ba3osble HacTponku ASA

* KoHpuryprposaHue ACL-cnnckos

* KoHgurypuposaHune NAT TpaHCasumm

Moaynb 13. HavanbHble cBefeHunsa o QoS

* TexHonorum QoS. MNoHATue gomeHa QoS.

* Knaccugukaumsa n mapknpoBKa.

* Policing u Shaping. YrnpasneHue 3aTopaMun 1 MexaHU3Mbl CHUXXEHUSA BEPOATHOCTU Neperpyskun ceTu.

[ NMocMoTpeTb pacnucaHue KypCa 1 3annCatbCa Ha OGV‘-IEHME ]
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[Moyemy Y4yebHbin ueHTp Softline?

Jlnpep Ha pbiHke bonee 300 Tbicay M6k MHAMBUAYaNbHbIV
KoprniopaTMBHOro NOArOTOBAEHHbIX noaxop B 06yueHnn, CKUAKN
0byueHus. IT-cneumanmcros. M akumm.

BbicokoTexHonornuyHoe
LLinpokan ceTb NpeACTaBUTENbCTB 060pyAOBaHMe

B KpyrnHenwwux ropogax P® n CHT;
AVNCTAHUMOHHBIM dopmaT obyueHme Ha BaLLen
TEeppPUTOPUM AW B apeHA0BaHHOM Kaacce

- b 18 ner onbIT
B At0BOM TOuUKe Mmpa. onee ner o a

paboTbl
MexxayHapoaHble cepTuduKarbi CeprupnumnpoBaHHbie TpeHepbl
ana IT-cneynanncToB 1 Noab3oBaTeNen c boraTtbiM NPaKTUYECKUM
B LleHTpax TecTupoBaHus onbITOM paboThbl
ABTOpM3aLMKU OT MUPOBLIX
npoussoagutenen MO (Microsoft, Pazpabotka KypcoB u TectoB
Cisco, VMware, Citrix, Jlabopatopwus nog, 3akas, BHegpeHue
Kacnepckoro, Oracle, Autodesk, Kog, KOpnopaTuBHbIX cucTeM 0byyeHus.

H6e30nacHOCTN 1 ApyruXx).

MopnpobHee 06 YuebHOM LeHTpe Softline
Bbl MOXXeTe y3HaTb U3 npodanna.
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