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ApMuHUCTpUpoBaHue KOHTUHEHT 4
Ko Kypca: AK-4

ONUTenbHOCTb 24 ak. vaca

dopmart O4Ho; AncTaHunoHHO

Pa3paboTumk Kypca Kop 6e3onacHoCTH

Tun Y4yebHbI Kypc

Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

Kypc ana nsyyveHuns pabotol cepTUhULMPOBaAHHOIO n3aenns «KoHTUHEHT. Bepcua 4» (manee - KOMNAEKC,
KOHTUHEHT). B pe3ynbTaTe 0by4yeHmsa caywaTenn nonyyaT TeopeTMyeckmne 3HaHns U npakTuyeckne
HaBblKK, HeobxoauMble AN BHEOPEHUS, HACTPOMKM 1 006CNYy)KMBAHNA CETEBLIX KOMMOHEHTOB KOMMeKca. B
npouecce obyy4eHns cnywatenn Ha npakTuke byayT n3y4aTb BO3MOXHOCTU KOHTUHEHT NO HAaCTPoOnKe
MeXXCeTeBOro 3KpaHMpPOBaHUA N MapLIpyTuU3aunm Tpadurka, no npumeHeHmo TexHonorum NAT, o
OpraHu3auny BUPTYasbHbIX YaCTHbIX CETEN Ha OCHOBE 06X ceTen nepenayn AaHHbIX, MO MOHUTOPUHTY
N ayauTy KOMNOHEHTOB CUCTEMBI.

MoapobHasa nHhopmaums
Mpocdunb ayautopum:

e CreunanncTbl B chepe nHGopMaumoHHon 6e3onacHoCTy;
® CUCTEMHble aAMUHUCTPaTOpPbI, pykoBoantenen NUT-cnyxo6;
* APXUTEKTOPbI CUCTEM MHPOPMALMOHHON 6e30NacHOCTMW.

MpenBapuTenbHblie TpeboBaHUA:

® OMbIT aAMUHUCTPUPOBAHMA onepaunoHHbIx cucteMm Windows n UNIX;

* MOHMMaHMe NPUHLMNOB paboTbl CeTeN Nepefayn AaHHbIX;

* 3HaHMWe cTeKa NpoTokosoB TCP/IP, a TakXXe Hannyme onbiTa HAaCTPOMKKN 06opyA0BaAHUSA NIOKAbLHON
ceTtn.

Mo okoH4YaHuM Kypca caywaTtenu dyayr:
yMeTb:

* yrpaBnATb y3aMn KOHTUHEHT

* HacTpamBaTb MeXCeTeBOoe 3KpaHMpOBaHMe

e (hopMupoBaTb 1 ycTaHaBamBaTb noanTuku COB

* NpuMeHATb TexHonornum NAT;

* BbIMNONHATL Pe3epBMPOBaHME U BOCCTAaHOBIEHNE KOH(Urypauum



® BbIMNOJIHATb MOHUTOPWHI N ayauT,
3HaTb:

* Ha3Ha4YeHne N CoCTaB KOMIMJIEKCa;

* MPUHLNNLI (PYHKLNOHNPOBAHNA KOMMJIEKCa;

e ceTeBble PYHKLWNK;

* NHMUMaNn3auno, 06BbEKTbI MOHUTOPUHIA U TUMbI MHOPMaLIMK, NMPUMEHEeHNe Npasu 1 WabaoHoB.

[lporpamMma Kypca

Moaynb 1 «Obwue ceegeHns no KOHTUHEHT 4»

e Ha3Ha4yeHne 1 CoCTaB KOMMJeKca

e [puHUKMNbI PYHKLNOHMPOBAHNSA KOMMJIEKCa

e YnpaBneHne KOMMJeKcom

MAK «Cobonb»

TvnoBsble annapaTHble NNATHOPMbl M NX MPOU3BOANTESIbHOCTb

e [ToINTMKA NULIEH3UPOBaAHNSA

MNopsOok BBOA4A KOMMJIEKCA B 3KCMyaTaumio

LIYC KOHTUHEHT, paboyero MecTa r1aBHOro agMmMHUCTPaToOpPa M NOAYMHEHHbIX Y3/10B 6e30nacHOCTM»

Moaynb 2 «YnpaBneHue y3namm KOHTUHEHT»

e Ponn aiMUHUCTPATOPOB. Ha3Ha4yeHne agMUHNCTPATOPOB
e [INCTAHLUMOHHbIA JOCTYN No NpoTokony SSH

Mogaynb 3 «HacTpoKa Me)XCeTeBOro sKpaHUpoBaHNS»

e ObpaboTka Tpaurka y3nom 6e3onacHOCTM
Me)xceTeBOe 3KpaHMpPOBaHue

CeTeBble PyHKLNM

Buabl 06bekToB LLYC

MNpaswna punbTpaumm

MpaBuna TpaHCAALUK

YCTaHOBKa MOJINTUKN

Mogaynb 4 «[JeTeKTop aTak»

e KoHuenuusa yrnpasnexHns COB

e YnpaBfieHNe JeTeKTOPOM aTak B pexumax Monitor v Inline
e YcTaHoBKa bPl1. Co3naHne cobCTBEHHbIX CUrHATYpP

e GopMupoBaHme 1 yctaHoBka nonntuk COB

Mogaysb 5 «[ocTpoeHue VPN»

e VPN-TyHHeNb
e lllndposaHune
e Tonosiorus



e VPN c annapaTHbIM YCKOPEHUEM LN PoBaHNA
e L2VPN-TyHHeNb
¢ VPN yoaneHHoro gocTyna

Mogaysib 6 «Pe3epBupoBaHMe N BOCCTaHOBJIEHNE

e Pe3epBrpoOBaHMe 1 BOCCTAHOBJIEHNE KOHUIypaLun
e AnnapaTHOe pe3epBupoBaHuNe N BOCCTaHOBNeHne Yb
e PesepsuposaHue 6 LIYC

Moaynb 7 «MOHUTOPWHT 1 ayauT»

e O6LLMe CBeAEHMNSA MO CUCTEME MOHUTOPUHIA: UHULMaNn3aums, 06beKTbl MOHUTOPUHIA U TUMbI
NH(OPMaLK, MPUMEHeHNe Npasna 1 WwWabaoHoB

e [IpoCMOTpP CBEAEHUI XYPHAOB

o Ayant

[ NMocMoTpeTh pacnucaHue Kypca v 3anucaTbcs Ha obyyeHue j

Ob6pawanTech no NoOLIM BONpocam
K MeHemxepaM YyebHoro ueHTpa Softline

8 (800) 505-05-07 | edusales@softline.com

XKném Bac Ha 3aHATUAX B Y4eOHOM LeHTpe Softline!


https://edu.softline.com:443/vendors/kod-bezopasnosti/administrirovanie-kontinent-4/

ALMUHNCTPUPOBaHNE KOHTUHEHT 4

[Moyemy Y4yebHbin ueHTp Softline?

Jlnpep Ha pbiHke bonee 300 Tbicay M6k MHAMBUAYaNbHbIV
KoprniopaTMBHOro NOArOTOBAEHHbIX noaxop B 06yueHnn, CKUAKN
0byueHus. IT-cneumanmcros. M akumm.

BbicokoTexHonornuyHoe
LLinpokan ceTb NpeACTaBUTENbCTB 060pyAOBaHMe

B KpyrnHenwwux ropogax P® n CHT;
AVNCTAHUMOHHBIM dopmaT obyueHme Ha BaLLen
TEeppPUTOPUM AW B apeHA0BaHHOM Kaacce

- b 18 ner onbIT
B At0BOM TOuUKe Mmpa. onee ner o a

paboTbl
MexxayHapoaHble cepTuduKarbi CeprupnumnpoBaHHbie TpeHepbl
ana IT-cneynanncToB 1 Noab3oBaTeNen c boraTtbiM NPaKTUYECKUM
B LleHTpax TecTupoBaHus onbITOM paboThbl
ABTOpM3aLMKU OT MUPOBLIX
npoussoagutenen MO (Microsoft, Pazpabotka KypcoB u TectoB
Cisco, VMware, Citrix, Jlabopatopwus nog, 3akas, BHegpeHue
Kacnepckoro, Oracle, Autodesk, Kog, KOpnopaTuBHbIX cucTeM 0byyeHus.

H6e30nacHOCTN 1 ApyruXx).

MopnpobHee 06 YuebHOM LeHTpe Softline
Bbl MOXXeTe y3HaTb U3 npodanna.
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