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ApmMmuHucTtpupoBaHue «Kubep bakan» Bepcus 17.4
Ko kypca: CP-CB-Al7.4

ONUTenbHOCTb 40 ak. YyacoB

dopmaT

PaspaboT4mk Kypca KnbepnpoTekT

Tun Y4yebHbI Kypc

Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

B LaHHOM Kypce paccMaTpuBalOTCA TeMbI, CBSA3aHHbIE C aAMUHUCTPUPOBAHMEM CUCTEMbI PE3EPBHOM0
konumpoBaHua (CPK) Knbep bakan Bepcumn 17.4. CnywaTtenn nsy4vat apxutekTypy CPK, Hay4aTcs
BbIMNOJIHATb YCTAHOBKY M HAaCTPOMKY KOMNOHeHTOB CPK, co3gaBaTb U NPUMEHATb NAaHbl 3alMThl,
penankaLmm, BbiNoJHATb BOCCTAHOBJIEHNE [aHHbIX Pa3inyHbIMK Criocobamm 1 NCNONb30BaTb BCTPOEHHbIE
WHCTPYMEHTbI MOHUTOPWHIa U (hOPMUPOBAHNSA OTHETHOCTU. KypC 0TBeYaeT COBPEMEHHbLIM TpeboBaHMNAM,
CBSA3@HHbIM C UMNOPTO3aMeLleHNeM, B HEM pacCMATPUBAETCS 3allMTa aKTyabHbIX 418 Poccumn peleHmnn
(PostgreSQL, oVirt u ewe 2 runepsusopa, MariaDB/MySQL, Kubernetes, onepaunoHHble CUCTEMbI Ha OCHOBE
Linux n Windows, No4TOBbIA CepBEP, 2 LOMEHHbIX KOHTPOJIIepa, cuctTema Koppensumm cobbitun
NHopMaLmoHHon be3onacHocTK (SIEM)). Kypc BKOYaeT 3Ha4YMTeNbHY0 abopaTopHyto YacTb. B
nabopaTopHbIx paboTax cywaTenn BbINOJHAT YCTAaHOBKY Y HACTPONKY MH(PACTPYKTYPHbLIX KOMMOHEHTOB
CPK, nogkntoyaT 3almiLaemMble CUCTEMbI, HACTPOSAT COOTBETCTBYIOLIMNE MJIaHbl 3aWMThl, Penankaumm,
npoBepku u ap. NMpakTuyeckn Bce TeMbI, pacCMaTprBaeMble B Kypce, npeanonaralT BbiMNOJIHEHME
cooTBeTCTBYlOWeN nabopaTopHon paboThl. Kypc BKaoYaeT nabopaTopHyto paboTy no HacTponke cepeepa
yrnpaBJieHNs B 0TKA30yCTOMYMBON KOHDUIYpaLUN.

MoapobHasa nHhopmaums
Mpodunb ayautopuu:

®* NHXEHEPLI N CneunanncTbl, OTBEYaOLLINE 3a PE3EPBHOE KOMNPOBaHNE N BOCCTaHOBJIEHNE NaHHbIX
MpepBapuTtenbHble TpeboBaHuA:

e onbIT paboTbl ¢ Windows n Linux cuctemamm

* 3HaHuA TCP/IP

e H6a3oBble 3HaHUA B 061acTn ceTeBon HesonacHOCTH

e 6a30BbIN ONbIT paboTbl C CMCTEMaMK BUPTYyanu3aunm

e 0a30BbIN ONbIT PaboTbl C KOPOPATUBHLIMU MPUIOXKEHMAMN (MOYTOBLIE CepBepa, cepBepa ba3
LaHHbIX, CUCTEMbI XPAaHEHUS OaHHbIX)

e H6a30Bble 3HAHMA NPUHLMOB PE3ePBHOr0 KOMMPOBaHMA 1 3aLLNThl 4aHHbIX

Mo oKOHYaHUM Kypca cayLuaTenm uly4ar:



* 3HaTb KOMMOHeHTblI Knbep bakan, nx 3HayeHne n NpUMEHMMOCTb B Pa3/INYHbIX Cpefax

* BbIMOJIHATb YCTAHOBKY Pa3/INYHbIX KOMNOHEHTOB Knbep bakan

e MOAKJIIOYATb Pa3/IMYHbIE TUMbl XPAHWNULL, B TOM YUC/E U NIEHTOYHbIE BrbAnoTekn

® 3HaTb KOHLEMNLMM N NMPUHLUMNbI PE3EPBHOINO KOMMPOBAHNS

e CO3[aBaTb M NPUMEHATb MJaHbl 3aWMTbl A5 PE3EPBHOIN0 KOMMPOBAHUS CMCTEM, DAIOB M Nanok,
JaHHbIX MPUJIOXKEHW, BUPTYasbHbIX MalUWNH

e CO34aBaTb M NPUMEHATb MJIaHbl PEMIMKALNN XPAaHWINLL 1 BUPTYabHbIX MALlWWH, NaHbl 04NCTKHN,
BbIMNOJIHATb HACTPONKY aKTUBHOWM 3aLLUUTbI 1 OLLEHKW YA3BUMOCTEN

e noabmpaTb NOAXOAAWMI AN KOHKPETHOro c6os cnocob BOCCTaHOBNEHNS AaHHbIX

* BbIMNO/HATL BOCCTAHOBNEHME AaHHbIX pa3nYHbIMK crnocobamu

® 1CMNO0JIb30BaTb BCTPOEHHbIE CPeACTBA MOHUTOPUHI A, OTYETHOCTW M OTNPABKK OMNOBELLEHNIA

[lporpamMmMa Kypca

Moaynb 1 «<ApXnTeKTypa N KOMNOHEHTbI»

e O komnaHun KUBEPTPOTEKT

e 0630p cuctemMbl pesepBHoro konuposaHus KUBEP B3KAT

e ApxutekTypa 1 KomnoHeHTbl KUBEP B2KAT

¢ JlabopaTopHas paboTa «3HaKOMCTBO CO CTEHAOM»

 JlabopaTopHas paboTa «Tonoaorma cTeHaa n KOMMyTaLusa yCTPONCTB»
¢ JlabopaTopHas paboTa «HavanbHas KOHUrypaumns yCTponcTe»

e OTKa30yCTON4YMBbLIN KNacTep cepBepa ynpassieHus

Monynb 2 «YCTaHOBKA W HAacTPOMKa CepBepa YrnpaBieHns»

e YCTaHOBKa B Pa3/IM4yHbIX OMepauNoHHbIX CMCTEeMaXx

KoHurypauma nocne yCTaHOBKN

NabopaTopHbIN NpakTUKyM «Co3aaHne U HaCTPOorKa Knactepa»

JlabopaTopHbIN NPaKTUKYM «YCTaHOBKa cepsepa yrnpassieHUs»J1abopaToOpHbIN NPaKTUKYM
«HacTponKa CMCTEeMHbIX NapaMeTpoB»

JNlabopaTopHbI NPpaKTUKyM «Ponesas Moaenb AOCTyna»

Moaynb 3 «YCTaHOBKa W HAaCTPOMKa NOACUCTEMbI XPAaHEHUS JaHHbIX»

e KOMMOHEHTbI MOACUCTEMbI XPaHEHUS JaHHbIX

e YCTaHOBKa KOMMOHEHTOB MOACUCTEMbI XPaHEHNS AaHHbIX

e MMoaKNOYEHNE N HACTPONKa XPaHUAULL,

* JleHTO4YHble YCTPONCTBA

* JlabopaTopHas paboTa «YCTaHOBKa M HAaCTPOMKa y3/1a XpaHEeHNs»
 JlabopaTopHasa paboTa «llogk/o4YeHne XpaHWUNLL K Y31y XpaHEeHUs»

Moaynb 4 «YCTaHOBKa areHToB»

e CnctemHble TpeboBaHUs

e Cnocobbl yCTaHOBKYM areHToB

¢ YCTaHOBKa areHTOB NPUJIOXKEHUN

e YCTaHOBKa areHToB ANs CMCTEM BUPTyaan3aumm

» JlabopaTopHas paboTa «YcTaHOBKa areHToB B Linux»



» JlabopaTopHas paboTa «YCTaHOBKa areHTOB A1 CUCTEM U NpuoxxeHnn Microsoft»
e JlabopaTopHas paboTa «AreHTbl 415 CUCTEM BMPTYyaam3auumn»
e JlabopaTopHas paboTa «[obaBneHne HeynpaBASEMbIX XPaHWUINLL»

Mogaysib 5 «Pe3epBHOe KONMpoBaHue»

e O pe3epBHOM KOMUPOBaHUN

e [1NaHbl pe3epBHOro KOMMPOBaHUS

Pe3epBHOe KonMnpoBaHme npunoxeHun Microsoft

Pe3epBHOE KOMMPOBaHWE MPUIOXKEHNIA

Pe3epBHOE KONMMPOBaHME BMPTYaJsibHbIX MaLLWH

MapaMeTpbl pe3epBHOro KOMMpoBaHMs

NabopaTopHas paboTa «Pe3epBHOE KOMMpPOBaHMe NpunoXxxeHun Microsoft»
NabopaTopHas paboTa «Pe3epBHOE KONMUPOBAHNE MPUIIOXKEHNIA»

e JlabopaTopHas paboTa «Pe3epBHOE KONMPOBAHNE CUCTEM»

» JlabopaTopHas paboTa «Pe3epBHOe KONMPOBaHME BUPTYabHbIX MaLLUUH»
 JlabopaTopHas paboTa «Onepaunn Hag NaaHaMm pe3epBHOr0 KOMMPOBAHNS»

Moaynb 6 «MnaHbl pennmkaunm, NpoBePKMN, O4NCTKIN»

e [1NaHbl penankKaumnmn pesepBHbIX KOMuii

MnaHbl NPOBEPKN Pe3ePBHbIX KOMUIA

MnaHbl 04NCTKM

MnaHbl Npeobpa3oBaHNsA BUPTYasibHbIX MaLLWH

AKTVBHaA 3aliuTa 1 NpoBEpPKa NporpaMMHoOro obecnevyeHus

e JlabopaTopHasa paboTa «Pennnkauns BUPTYyanbHbIX MaLlLWH»

e JlabopaTopHasn paboTa «Pennmkauma XpaHWanL, pe3epBHbIX KOMuin»

e JlabopaTopHas paboTa «[naHbl NPOBEPKMN Pe3EPBHbLIX KOMUIA»
 JlabopaTopHas paboTa «[naHbl Npeobpa3oBaHNs B BUPTYasibHble MaLLUWHbI»
 JlabopaTopHas paboTa «[naHbl aKTUBHOWN 3aLWMTbl 1 OLEHKN YS3BUMOCTEN»

Mogaynb 7 «BoccTaHoBfIeHME OaHHbIX»

e BO3MOXXHOCTW BOCCTAaHOB/IEHNS AaHHbIX

BoccTaHoBNEHME AaHHbLIX MPUI0XKEHUIA

3arpy304Hble HOCUTENN

BoccTaHoBNeHME BUPTYasibHbIX MaLUMH

BoccTaHoBneHMe hannos 1 Nanok

JNlabopaTopHas paboTa «cnonb3oBaHMe 3arpy304HbIX HOCUTENEN»
JNlabopaTopHas paboTa «BocCTaHOBAEHNE AAHHbIX MPUIOXKEHNIN»
JNlabopaTopHas paboTa «BocCcTaHOBNEHNE BUPTYaIbHbIX MaLLUUH»
NabopaTopHas paboTa «BoccTaHoBNeHME DaSIOB M NAMOK»

Mogaysib 8 «MOHUTOPUHF 1 OTHETbI»

® IHCTPYMEHTbI MOHUTOPUHTa

PaboTa c »KypHasiaMmun 1 onoBeLLeHNs MM

MoMCK 1 yCTpaHeHne HencnpaBHOCTEN

NabopaTopHas paboTa «MHCTPYMEHTbI MOHUTOPUHIa»
JNlabopaTopHas paboTa «PaboTa Cc oT4eTamMu»



AgMuHucTpupoBaHme «Knbep bakan» Bepcus 17.4

¢ JlabopaTopHas paboTa «Cbop nHGopMaLmm o cucteme»

[ MocMoTpeTh pacnucaHue Kypca U 3anucathbca Ha obyvyeHue j
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[Moyemy Y4yebHbin ueHTp Softline?

Jlnpep Ha pbiHke bonee 300 Tbicay M6k MHAMBUAYaNbHbIV
KoprniopaTMBHOro NOArOTOBAEHHbIX noaxop B 06yueHnn, CKUAKN
0byueHus. IT-cneumanmcros. M akumm.

BbicokoTexHonornuyHoe
LLinpokan ceTb NpeACTaBUTENbCTB 060pyAOBaHMe

B KpyrnHenwwux ropogax P® n CHT;
AVNCTAHUMOHHBIM dopmaT obyueHme Ha BaLLen
TEeppPUTOPUM AW B apeHA0BaHHOM Kaacce

- b 18 ner onbIT
B At0BOM TOuUKe Mmpa. onee ner o a

paboTbl
MexxayHapoaHble cepTuduKarbi CeprupnumnpoBaHHbie TpeHepbl
ana IT-cneynanncToB 1 Noab3oBaTeNen c boraTtbiM NPaKTUYECKUM
B LleHTpax TecTupoBaHus onbITOM paboThbl
ABTOpM3aLMKU OT MUPOBLIX
npoussoagutenen MO (Microsoft, Pazpabotka KypcoB u TectoB
Cisco, VMware, Citrix, Jlabopatopwus nog, 3akas, BHegpeHue
Kacnepckoro, Oracle, Autodesk, Kog, KOpnopaTuBHbIX cucTeM 0byyeHus.

H6e30nacHOCTN 1 ApyruXx).

MopnpobHee 06 YuebHOM LeHTpe Softline
Bbl MOXXeTe y3HaTb U3 npodanna.
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