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Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

Mporpamma NpogeccnoHanbHOM NepenoaroToBkM : «CUCTEMHBIN aAMUHUCTPATOP Ha Linux ¢ yrnybneHHbIM
N3y4yeHnem nHGopMaLMoHHON Be30NacHOCTU» NpeaHa3HavYeHa A58 KOMMNAEKCHOW NOArOTOBKM
crneunanncTa K BeaeHunto NnpodeccnoHanbHoON AeaTeNbHOCTM B 061acT aAMUHUCTPUPOBAHMSA
NHHOOPMALMOHHO-KOMMYHUKALMOHHBIX (MHPOKOMMYHUKALIMOHHBIX) CMCTEM 1 obecneyvyeHmns 6e3onacHOCTM
NHOPMaLMM B KOMMbIOTEPHbIX CUCTEMAX U CETAX B YCJIOBUSAX CYLLLECTBOBAHUSA Yyrpo3 nx MHGOpPMaLMOHHON
6e30nacHOCTN. AKTYasIbHOCTb U BOCTPEBOBaHHOCTbL MOATOTOBKM TaKnX CNELNasnCcToB NPOAMKTOBaAHA
COBPEMEHHbIM YPOBHEM Pa3BUTUSA CETEBbIX KOMMYHUKaLWA, YCUJIEHWEM POaN NHDOKOMMYHUKAL WA B
3KOHOMMYECKOW CTpaTernm npeanpuaTumn, noasieHneM HOBbIX ONepaLNoHHbIX CUCTEM 1
COBEPLUEHCTBOBAHNEM YK€ CYLLECTBYOLLNX, NOBbILLEHHbIMY TpeboBaHnsaMM K obecnevyeHnto 6e3onacHOCTH
NH(OPMaLIMN B aBTOMATU3MPOBAHHbIX CUCTEMAX, (PYHKUMOHMPYIOLWMX B YCJI0BMAX CYLLECTBOBAHMA Yrpo3 B
NH(OPMaLMOHHON chepe 1 obnagatowmx NHGHOPMaLIMOHHO-TEXHONOr MYECKUMI PeCYpCaMu.

MoapobHasa nHhopMaLms

Kaxaas KOMNaHUs HY)KA3eTcs B KBaMUPULMPOBAaHHOM CNieLuanncTe, KOTopblin obecneymsaeT
6ecnepeboitHyto paboTy KOPropaTUBHbLIX MHPOPMALIMOHHBLIX CUCTEM.

Mbl roTOBMM NpodeccrmoHanos, cnocobHbix paboTaTb

* C ceTamu,
* C OnepaunoHHbIMN CNCTEMaMN,
e obecneymBaTb NH(OPMALIMOHHYIO 6e30MacHOCTb opraHmnsauunn.

Peanusauunsa gaHHon nporpaMmbl obecrnevymBaeT Kak BO3MOXKHOCTb NpnobpeTeHns npaBa BeAeHNS
npoeccnoHanbHOM AeaTeNbHOCTM B HOBOW cdhepe nnuaM, He nMewwmm 6asosoro obpasosaHusa
CUCTEMHOr0 agMMHUCTPATOPa, TakK U paclunpeHne cdepbl 4eaTebHOCTM CUCTEMHOMO agMUHUCTPaTOpa B
obnacTn nHopmaunmoHHon 6€30MacHOCTN KOMMbIOTEPHBIX CUCTEM U CETEN.

JononHnTenbHas npoeccmoHanbHas NporpaMMa NpoecCUoHanbHON NepenoaroToBKn: «CUCTEMHbI
agMUHUCTPaTop Ha Linux ¢ yrnybneHHbIM nsyvyeHmem nHgpopmaLmnoHHon 6esonacHocTu» paspabotaHa Ha
OCHOBaHWMK:



®epiepanbHOro 3akoHa oT 29.12.2012 r. Ne 273-®3 «0O6 obpa3oBaHuu B Poccuinckon ®enepauumn»
Mpuka3a MuHncTepcTBa obpa3zoBaHus n Hayku Poccunckon ®epgepaumm ot 01.07. 2013 r. Ne 499 «O6
yTBepXaeHun Mopaaka opraHm3aumm n ocywecTsineHns obpasoBaTesibHON AeATeNIbHOCTM No
LOMNOJIHUTESIbHLIM NPOMECCUOHANbHBIM NPOrpaMMam»

Mprkasa MuHncTepcTea obpasoBaHus n Haykmn Poccuinckon ®epepauum ot 23.08.2017 r. Ne 816 «06
yTBepXaeHun Mopsaka NpUMeHeHUs opraHu3aunsamMm, ocyLLecTBASIWNMY 0bpa3oBaTeNbHYIO
LeATeNIbHOCTb, 3NEKTPOHHOr0 00y4YeHns, JUCTaHLUMOHHbBIX 0B6pa3oBaTesibHbIX TEXHOOM A MpK
peanm3aumm obpa3oBaTesbHbIX NPOrpaMmm»

MpoteccmoHanbHOro ctaHgapTa «CUCTEMHbIN agMUHUCTPATOP MHPOPMALIMOHHO-
KOMMYHUKaLIMOHHbIX CUCTEM>», YTBEPXXAEHHOr O Mprka3om Ne 680H MnHMCTEPCTBOM Tpyaa U
coumansbHom 3awnTbl Poccuinckon ®epepaunm ot 29.09.2020 r.

MpogeccmoHanbHOro ctaHaapTa «CneunanncT no 6e30nacHOCTN KOMMbIOTEPHbLIX CUCTEM U CETEN»,
yTBepXAEéHHoro Mpukaszom Ne 533H MrHUCTEPCTBOM Tpyha 1 COLMaibHON 3alunTbl Poccnnckon
®epepaunm ot 14.09.2022 r.

YcnewHoe OKOH4YaHue 06y'-|eHm| Mo nporpaMme OaHHOro KypcCa no3BoJiINT cneunannctam:

YcTaHaBAMBaTb U KOHPUIypupoBaTb CUCTEMHOE M NPUKSIAAHOE NporpaMMHoe obecneyeHne
BbINONHATL pa3BepTbiBaHWE U HACTPONKY JIOKAJIbHbIX BbIYUC/IUTENbHBIX CeTel

BbINOAHATbL HACTPONKY ceTeBOro 06opyA0BaHNSA, MAPLUPYTU3aLMM U CErMEHTaLMNN B CETAX
YnpaBnaTb CeTeBbIMU pecypcamun 1 periaMeHTUpoBaTh LOCTYN K HAM MOJib30BaTenemn
cnonb30BaTb yTUANTLI CUCTEMHOIO agMuHUCTpupoBaHus (Windows Shell, Bash n gp.)
YnpaBnsaTb y4eTHbIMK 3anucaMu nons3osatenen B8 OC Windows, Linux

Pa3Bopa4ymBaTb ceTeBble cepsuckl (DHCP, DNS, NTP), channosbie cepsuchl (NFS, FTP, CIFS),
Pa3BopaynBaTh BeH-cepBepbl

Ncnonb3oBaTb TexHonorum supTyanmsauum KVM u runepemsopel VMWare ansa peweHns 3agad
aOMUHUCTPUPOBAHUSA

BbIABNATH YA3BMMOCTMN KOMMbIOTEPHbIX CUCTEM U CeTen, ynpaBnsaTh 6e30NacHOCTbIO CETEBbIX
YCTPOWCTB M nporpaMMHoro obecnevyeHus

MnaHupoBaTb paboTbl Mo ynpasaeHnto UT-MHGPaCTPYKTYypOn KOMMaHNN

3HaThb:

TpeboBaHUS N MHCTPYKLMM MO HACTPOMKe NporpaMMHoro obecnevyeHms

ApXUTEKTYpY 1 NPUHLUNLI PaboTbl ONepaLMoHHbIX CUCTEM

Mopnenb ceTesoro s3ammogenctamsa OSI

OCHOBHbIe CETEBbIE TEXHOIOM MM, TONOJIOTUN U CTaHAAPTbI PaboThl BLIMNCANTENBHBIX CETEN
CTpYKTYpY 1 NpuHUMMNbI paboTbl CTEKa CeTeBbIX NPOTOKo0B TCP/IP

MpuHUMNBLI agpecaunn, MappyTusaumnm n cermeHTaumm B cetax TCP/IP

MpuHUMMbI paboTbl BUPTYasibHbIX MaLLWH

OCHOBbI aAMVHUCTPUPOBAHNS CEPBEPHBIX 1 MOJIb30BaTEIbCKUX ONepaLMOHHbIX CUCTEM CEMENCTB
Windows, Linux

VHCTpYKLMM NO yCTaHOBKE M 3KCNAyaTauumn ceTeBbIX YCTPONCTB

MPUHUMMBI OpraHn3aumm 0esTesIbHOCTU CUCTEMHOr0 agMUHUCTPaTopa

Tunosble yA3BMMOCTU NPOrpaMMHOro obecneyveHuns

PernameHTbl 0becnevyeHnsa nHMopMaLMoHHON Be3onacHOCTH

MeToAbl 1 CpeACcTBa 3aLuUTbl NHPOPMaLLUN

HopmaTuBHble NpaBoBble akTbl B 061aCTV nHGpopMaLoHHon 6e30nacHOCTH

TpeboBaHus oxpaHbl Tpyaa rnpu paboTe C NporpaMMHo-annapaTHbIMU CUCTEMAMM



YMeTh:

e [10/1b30BaTbCA HOPMATUBHO-TEXHMYECKOW AOKYMeHTauuen B 061acTn CUCTEMHOI0
aAMUHUCTPUPOBaAHNSA

e [InarHOCTMPOBaTb N YCTPaHATb TUNOBbLIE HENCMPABHOCTK B paboTe nporpaMmHoro obecneyeHus un
ceTeBoro obopygoBaHus

e Pa3BopaynBaThb JIOKabHble KOMMbIOTEPHbIE CeTK, BKJII0Yas YCTAHOBKY M HAaCTPOMKY CETEBOr0
obopyLoBaHMA, CepBepoB 1 paboynx cTaHLmMM

e Co3paBaTb CKpMMThLI A1 aBTOMaTU3aumnm 3agay aAMUHUCTPUPOBAHNSA

e lIcnonb3oBaTb rMNepBn3opbl ANA pelleHns 3ajay aAMUHUCTPUPOBaHUA

e HacTpavBaTb JIOKasibHble N CeTeBble NONTUKM Be30MacHOCTY B CETAX B BblAE/I€HHbIM CEPBEPOM

e PernameHTMpoBaThb AOCTYN NOJib30BaTeNeN K CETEBbIM pecypcam

e [IpMeHATL NporpamMMHbIe N anmnapaTHble CPeAcTBa 3allnTbl MHpOoPMaLnm

e [lpoeKTnpoBaTb N KOHPUTYPMUPOBaTbL BUPTYasibHblE YacTHble ceTu VPN

e [MnaHmpoBaTb paboTbl N0 06CNyXMBaHMIO UT-UHDPACTPYKTYpbl OpraHn3aLmnm

BnapeTb HaBblKaMMu:

e YCTaHOBKMW 1 6a30BOM HAaCTPONKK NPUKIAAHOIO U cuctemHoro Mo

e [InarHoCTUKN paboTocnocobHOCTM CeTeBbIX YCTPONCTB C NCM0/Ib30BAHNEM CETEBbIX CUCTEMHBbIX
yTUANT

YCTaHOBKYM 1N HAaCTPOWKMN CeTeBOro obopynoBaHNs

HacTponkn napameTpoB 6e30MaCcHOCTM CETEBbIX OMEPALMOHHbIX CUCTEM

e VIHCTannsaumm BblAeIeHHOr0 cepaepa, paboymx cTaHuuim

cnonb30BaHUsA agMUHUCTPATMBHBIX YTUAUT U OCHACcTOK B cepBepHbix OC Windows, Linux
HacTponkun ocHoBHbIX ponen cepsepos (DNS, DHCP, cdann-cepsep, Beb-cepeep, KOHTpO1IEP AOMEHA)
MnaHUpoBaHMA CTPYKTYpPbl KaTasoros (ANPEKTOPUI)

MnaHnpoBaHWs Nonb3oBaTeNIen U rpynn Nosib3oBaTesien, npoueayp X perncrpaumm
YCTaHOBKM M HAaCTPOMKM annapaTHO-NPOrpaMMHbIX CPEACTB 3alnThl MHOpMaLUn

Lenbio peanusaumm nporpammsl sBseTcs GopMUpoBaHne y crylaTenen NpodeccnoHanbHbIX
KOMMNeTeHUW, HeobX0AMMbIX A5 OCYLLECTBAEHUS NPOGeCcCHoHaIbHON fesTeslbHOCTU B 061acTu
CUCTEMHOr0 aIMUHUCTPUPOBAHNA 1 obecneyeHmns 6e30MacHOCTY MHAOPMALLMN B KOMMbIOTEPHBIX CMCTEMAX
N CeTSAX B YCNOBUAX CYLLECTBOBAHUS Yrpo3 UX MHOPMALMOHHOM 6€30MacHOCT!.

Lenesas aygutopus:

e CNEeunanncTbl, MMEKoLLMEe OMbIT B aA4MUHUCTPUPOBAHNN ONEepaLMOHHbIX CUCTEM, XXenatoLue
CUCTEMATU3NPOBATbL 3HAHNS W YAYYLLINTb BAafeHne akTyalbHbIMU UHCTPYMEHTaMU;

* TexXHM4Yyeckme cneymanucTel, paboTatoLine B cMexxHom IT-npodeccun;

* HOBUYKM, Xenatowme pa3obpaTbCi B aMUHUCTPUPOBAHUN CUCTEM U FOTOBbIE OCBOUTb HOBYIO
crneunanbHOCTb.

N5 ycnewHoro NpoxoXxaeHns nporpaMmmbl HE0OX0AUMO:

* HaJIMYMe BbICLLIErO UM CPefHEero npogeccnoHasbHoro obpasoBaHuns

* 3HaHWe OCHOBHbIX MH(POPMALIMOHHBIX TEXHOOMWIA (paboTa C onepaLMoHHbIMIU CUCTEMAMMU,
O0(PUCHBIMU MPOrpamMMamMu, OPrTEXHUKON, BEG-pecypcamim) Ha YPOBHE YBEPEHHOT O MOJ1b30BATES

* 3HaHME OCHOB aHIJIMACKOro sA3blKa.



[lporpamMmma Kypca

Moaynb 1. BBepeHue B cneuuasbHOCTb

Tema 1. UT-naHgwadT n UT-nHppacTpyKTypa COBPEMEHHON KOMMAHUN
Tema 2. Ponn cuctemHoro agMmumHucTpaTtopa B AT cnyxbe komnaHmm
Tema 3. MNpodeccrmoHanbHbIn CTaHAAPT CUCTEMHOIO aAMUHUCTPaTOpPa
Mopaynb 2. OCHOBbI CETEH U CeTeBbIX TEXHOJIOTUM

Tema 1. ApxuTekTypa COBpeMEeHHbIX OrnepaLyoHHbIX CUCTEM

e OCHOBHble 1 gononHUTeNbHble hyHKumn OC

e YnipasneHue namaTtbio B OC

e CTpyKTypa v NnpuHUmMnbl paboTbl (hanfioBbIX CUCTEM
e ObecneyeHune be3onacHocTm B OC

e Buabl N0/1b30BaTENIbCKOrO MHTEpgenca

TeMa 2. OCHOBbI JIOKaJIbHbIX ceTeln

e OnpeneneHne nokanbHOM CeTH

e TOnosorus sIoKaabHbIX CeTen

e ®aKTOpSI, BAMAOLWMNE Ha paboTocnocobHOCTL ceTn
e Cpepa nepenayun gaHHbIX

e Tunbl JIOKaJIbHbIX CETEeN N UX NepCreKTuBSI

e MAC-afpeca 1 nakeTHas rnepegaya AaHHbIX.

Tema 3. 3TanoHHaa mogens OSI

Tema 4. CtaHgapTbl ceTent Wi-Fi n mogenb OSI

®dusnyeckum yposeHb TexHonorum Wi-Fi B aTanoHHon mogenm OSI
Wi-Fi ctaHgapTta G

e PasHoBuaHocTn 802.11 n

byayuwee TexHonorum Wi-Fi

Tema 5. TCP/IP — NpOTOKON UHTEPHETA U COBPEMEHHbIX JIOKaNbHbIX CeTel

e [IpuMepbl NPUKNALHbLIX CETEBLIX MPOTOKOJI0B
e OcHoBbI MapLpyTur3auuu B cetax TCP/IP

e Cnyxba fOMEHHbIX UMeH — DNS

e [InHammyeckoe pacnpegeneHue IP-agpecos
e Tabnnua ARP

e Tunbl noaceTen

e CTaTmyeckasa MapwpyTusauus

e [InHaMMyeckaa MmapLipyTusaums

Tema 6. OcBoeHMe 6a30B0ro pyHKLMOHaNa Ansa paboTsl ¢ pa3nnyHbiMm Tunamm Wi-Fi ycTponcTs



e Pe)xuMbl paboTbl TOYKM JOCTYNa, UX HACTPOMKA N NPUMEHEHNE
e Tononorusa ceten Wi-Fi
e be3onacHocTb 6ecnpoBOAHbIX CETEN

Mopaynb 3. TexHonorum suptyanusauum KVM
Tema 1. CpaBHeHue TexHosnorum KVM un runepsusopos VMWare

e MpuHuMnbl paboTbl U TUMbI TMNEPBU30POB
e HekoTophble YHMKasibHble BO3MOXHOCTU KVM

Tema 2. Pa3nmyuna TNoBbIX CPencTB aaMUHUCTpUpoBaHua ons KVM n VMWare

e OcobeHHOCTM CpeacTB afMUHNCTPUpOBaHNs ona VMWare
e OcobeHHOCTM CpeacTB afAMUHUCTPUPOBaHNS Ana KVM

Tema 3. CDyHKLI.I/IOHaJ'IbeIe BO3MOXXHOCTU

e be3onacHoOCTb N XpaHeHWe AaHHbIX
e YnpaBfieHNe NamATbI0 U AUHAMUYECKas MUrpaLms
e [IpOM3BOANTESNILHOCTb, MacITabnpyemMocTb, ApanBepbl YCTPONCTB

Moaynb 4. ABMUHUCTPUPOBaHUE onepauuoHHbIX cucteM (OC Linux)

Tema 1. ApmuHucTpuposaHme OC Linux

e CemencTtBa OC Linux (RedHat, CentOS, Fedora, MandrivaLinux, Rosa.Linux n Debian, AstraLinux n

np.)
e YcTaHoBKa OC Linux. Mpacduyeckune obonoyvkn OC Linux

e [lokyMeHTauns/ MHCTPYKLMK No paboTe ¢ koMaHAamu n ytuantamm OC Linux. BegeHune y4€THbIX

3anucen nosab3oBaTenen

e Cuctembl pasrpaHuydeHmsa goctyna DAC (M3bupaTenbHoe ynpasnerHune goctynom) n MAC (MaHgaTHoe

yrnpassieHne 40CTyrnom)

e QalnoBble CUCTEMBI/ MOHTUPOBaHNE q.)aIZJ'IOBbIX cucteM. lNMonb3oBaTesnbCKas cpepa, rnepemMeHHbIe

OKPY>XeHnAa, KoMaHdbl N YTUJTATHI

* YnpasneHue 3arpyskon OC, ynpaBieHne cepsucamu B systemd, sysv cuctemax

Tema 2. OcHoBbl paspaboTku shell-cueHapueB ang KoMaHLHOro nHTepnpetatopa BASH

e BeeneHune, 3aga4n, pelaemMble C MOMOLLbIO sheII-cueHapmeB

* [icnonb3oBaHe NepeMeHHbIX, MepeMeHHbIe OKPYXXeHWe, NpaBuia NMEHOBAHUS

e OpraHu3auma guanora C nosib3oBaTenem; BbiBog. KomaHabl echo n printf
e OpraHusauua guanora C nosb3oBaTenem: BBog. KomaHabl read n select
e YCJIOBHOE BbINOJIHEHWE; NOHATME "UCTUHA" 1 "NOXb"

e ApngmeTunyeckune onepaumm, pabota co Cy4anHbIMU 3HAYEHNAMN

e [MoHATHME UMKNa, Unkabl for n while

e OTnafKa cueHapus, cneunanmsmpoBaHHble onummn bash

e AHasIN3 KOMaHOHOWN CTPOKMN

e Icnonb3oBaHue PyHKUMIA

e PaboTa ¢ Maccusamu



e PaboTa co cTpokamu. icnonb3oBaHune sed n awk
e Onepauwnu ¢ hannamu

Tema 3. CeTeBoe agMMHUCTPUPOBaHME

YnpasneHue ceteBbiMu cepsucamm B OC Linux

Mporpamma ynpasneHnsa ceTeBbiMn coeauHeHnammn Network Manager B OC Linux
HacTponka ouHaMn4eckon n cTaTU4eckomn agpecaumm

HacTpoirka MapwpyTu3aumn

HacTpoika ceTeBbliX MOCTOB

MOHUTOPWUHI NCNOJIb30BaHNA CETU

ArperunpoBaHue KaHanos

MOHUTOPWHI NCNOJIb30BaHUA CETU

Tema 4. CeTeBble cepBuchl, obecneyeHne 6e30nNacHOCTM CETEBLIX CEPBUCOB (MCMONb30BaHNE CETEBbIX
bpaHamayspos 1 cuctemsl MAC)

e CeTeBble bpaHaMay3pbl

Cepsucol UMEH (LDAP, NIS)
HacTtponka SSH

e Hactpownka ISCSI

HacTpoika NFS cepsepa n KIMeHTOB
HacTtpoika SAMBA

HacTpownka HTTP cepsepa

Moaynb 5. ObecneyeHue 6e30NacHOCTU KOMMNbIOTEPHbLIX CUCTEM U CETEN
Tema 1. OCHOBbI KOMMbIOTEPHbIX CETEN U NOAXO0AbI K UX 3aLUUTe

Tema 2. Yrpo3bl ceTeBor 6€30NacHOCTH, YA3BUMOCTU U aTakm

Tema 3. YnpaBneHune ceteBon 6€30MaCHOCTbIO, MPOTOKOJbI U YCTPOWCTBA

Tema 4. NMpoeKTMpoBaHME N BHEAPEHNE MONNTUNKIK ceTeBon 6e30nacHOCTK

Tema 5. ®dusnyeckas 6e30nacHOCTb

Tema 6. besonacHOCTb XO0CTOB

Tema 7. [poekTMpoOBaHMEe U KOH(UTyprupoBaHMe haepsonos

Tema 8. IDS. MpoeKTUpoBaHMe N KOHPUrypmnpoBaHne cuctem obHapyXeHUA BTOPXKEHUI
Tema 9. VPN. MNpoekTupoBaHne n KOHQOUrypnpoBaHue BUPTYasibHbIX YaCTHbIX CeTeNn
Tema 10. Wi-Fi. 3awmTta 6€CcnpoBoAHbIX CETEN

Tema 11. MOHMUTOPUWHI W aHaIM3 CETEBOro Tpadurka

Tema 12. Pucku n ynpasneHune ya3BMMOoCTAMU



Tema 13. Pe3epBHOe KOMMPOBaHME U BOCCTAHOBJIEHME OAHHbIX

Tema 14. YnpaBneHune pearnpoBaHveMm Ha UHUNAEHTLI

Mopynb 6. YnpaBnenue UT- nHppacTpyKTypon

Tema 1. MNMpuvHUMNBI OpraHn3auny 4esATeNbHOCTU CUCTEMHOIo agMUHUCTPaTopa
Tema 2. YnpaBneHue napkom paboymx ctaHUmnm

Tema 3. YnpaBsieHne cepBepHbiM 060pya0BaHNEM

Tema 4. YnpasneHue cnyxbamu (B T.4. ocHoBbl DevOps, CI/CD)

Tema 5. OpraHunsauns noagepxKun nosb3oBaTenen

Tema 7. CpeacTBa MOHUTOPUHIA N KOHUrypuposaHusa UT-uHppacTpyKTypbl

Tema 8. YnpaBneHne n3MeHeHusaMn n passutmem UT-cnyxosi

[ NMocMoTpeTh pacnucaHue Kypca U 3anucaTbCa Ha 06y=|eHue ]

Ob6pawanTtecb no nOLIM BOoNnpocam
K MeHemxepaM Akagemun AnTu

+7 (495) 150 96 00 | academy@academyit.ru
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