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Ucnonb3oBaHue kommytaTopoB Eltex MES (6a30Bbiii ypoBeHb) v.1
Kop Kypca: Eltex 1

ONUTenbHOCTb 40 ak. YyacoB

dopmart O4Ho; AncTaHunoHHO

Pa3paboTumk Kypca Eltex

Tun Y4yebHbI Kypc

Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

B Kypce paccmaTpmBaloTCA BONPOCHI MOCTPOEHMSA TPAHCMOPTHLIX CeTE Ha OCHOBE KOMMYTATOPOB Cepuii
MES. MoapobHo pa3brpatoTca Takne Tembl Kak: obLime NnpuHUmMnGl paboTbl KOMMYTUPYEMbIX CETEN,
ocobeHHOCTH KoMMyTaTopoB Eltex MES, nepBoHaYasibHas HacTporika obopynoBaHna u pacrnpeneneHme
NOJIHOMOYUIA MeX Y NoJib30BaTeNnaMu, PyHKLMOHUPOBaHME N HAaCTPONKa BUPTYasibHbIX ceTen VLAN,
BHeApeHVe 1 onTuMmU3aLmsa npotokona Spanning Tree, obecnevyeHre 6e30NacHOCTM KOMMYTUPYEMON CETH,
HacTpomnka npuopmTesaunn Tpaduka QoS, a TakKe MapLLIpyTU3aLNA MEXAY JIOKaNbHbIMU CETAMU C
npuMMeHeHneM KoMMyTaTopoB Eltex n HacTponka n3bbITO4YHbIX TOMOMOMMA Ha ypoBHe L3.

MoapobHasa nHhopmaums

Lenesas ayoutopus: - CUCTEMHblE aAMUHUCTPATOPBI; - CNeymanncTbl TEXHUYECKUX U MHXXEHEPHbIX
CNyx0; - VIHXXeHepbl CONPOBOXAEHNS U TEXHUYECKON nogaep)Xku; - PaspaboTynkm cetesoro MO.
TpeboBaHus K y4acTHMKAM: - 3HaHne mogenmn OSI n ponn NPOTOKONOB B Nepefaye AaHHbIX; - MoHMMaHne
OCHOB KOMMYyTaLMN 1N MapLlpyTusaumnm; - NoHMMaHne TEPMUHOB: KOMMYyTaTop, MapLpyTusaTop, IP-agpec,
MAC-agpec, VLAN; - 3HaHne ocobeHHOCTeN paboTbl MOPTOB KOMMYyTaTOpPa B pexmMax gocTtyna (Access) u
MarmcTpanm

(Trunk); - MoOHUMaHNA PYHKLMOHMPOBAHUA NepapXn4eckon Moaenn cetu (4ocTyn, arperauns, a4po); -
YMeHune paboTaTb C UHTepdencom KoMmaHaHom cTpoku (CLI).

PesynbTaThbl 00y4YeHUs:

YMeThb:

- NlaHMpPOBaTb M BHeAPATb JIOKaJIbHble CETU Ha OCHOBE NpoTokoJsa Ethernet;

- BHeOpATb TexHonorum n cepsucel STP, DHCP, RADIUS, TACACS+, VRRP;

- obecneymBaTb N36LITOYHOCTb Kak Ha ypoBHEe L2, Tak 1 Ha ypoBHe L3;

- obecneymBaTb CBA3HOCTb MeXAY JIOKaNbHbIMU (OU3NYECKUMWN N BUPTYabHbIMU CETAMU;

- HaCTpamBaTb AMHAMMYECKYI0 MapLpyTU3aLunio.

3HaThb:

- OCHOBbI ceTeBbIX TexHonorun: mogenun OSI, TCP/IP;

- 0CHOBbI paboTbl NnpoTokonos Ethernet, 802.1x, RADIUS, TACACS+;

- OCHOBbI paboTbl MPOTOKO0B IPV4;

- BUpTYyasibHble NoKasibHble ceTu VLAN un Trunk - uHkancynaumm;

- OCHOBHbl€ NpMHLMMLI 06ecneyveHns 6e30MacHOCTM CETEBbIX YCTPONCTB;



- MPUHLMMbI MOCTPOEHNSA U3BbITOYHBIX CETEN.

Bnapetsb:

- HaBblkaMW yrpaBieHNs CeTeBbIMU YCTPONCTBAMU;

- HaBblKaMW HaCTPONKK ceTel cpeHero pa3mepa C UCNOJIb30BaHWEM TeIeKOMMYHUKaLMOHHOIO
obopygoBaHus.

[lporpamMmma Kypca

Moaynb 1. KommyTtaTtopbl MES u ux npumeHeHme.

e OCHOBHble cepun kommyTaTopos MES.
e llepapxuyeckas Mofesib ceTu npeanpuatns. cnonb3oBaHne KOMMyTaTopoB MES Ha pa3nunyHbixX
YPOBHSAX Nepapxm4eckon momenu.

Moaynb 2. NMoarotoBka kommyTtaTtopoB MES k paboTe.

e [lepBUYHAA KOHQUrypaLnsd KOMMYTaTOPOB.

e HacTponka ngeHTugurkaumm yCTponcTs.

e KoHUrypaumns pusnyeckmnx n nornveckmnx nHtepgencos. Hactponka IP-agpecaunn.
e HacTponka nosib3oBaTenen n naponein. Hactponka npae nonb3oBaTenen.

e HacTpomnKa cepBepHOM ayTeHTU(MKaLmMm no npotokosam RADIUS n

e HacTpoWKa yaaneHHoro goctyna nocpenctsom SSH, Telnet.

e KoH(urypauns koopanHaumm spemenmn (SNTP).

e ObHoBNeHue MO.

 JlabopaTopHas paboTa: 2.1. ba3oBble HACTPONKM KOMMyTaTopa.

e JlabopaTopHas paboTa: 2.2. HacTponka AAA.

Moaynb 3. KoHdurypauus VLAN.

e OCHOBbI BUPTYaJibHbIX OKanbHbIX ceTen (VLAN).

e Pexxumbl nopTtoB Access, Trunk, General, Customer.

e Selective QinQ.

e NHTepdencol SVI. MapwpyTtusauns mexxgy VLAN.

 JlabopaTopHas paboTa: 3.1. HacTpowka ceTen VLAN n MarnctpanbHbIX KaHan0B

Moaynb 4. YnpaBsieHue LUMPOKOBeLLaTe/ibHbIMU ,OMEeHaMM Ha ypoBHe L2.

e poTokosibl STP n RSTP.

Arperaumnsa kaHanos. [Mpotokon LACP.

KoHTponb wtopmos (Storm Control) n netens (Loopback Control).

N3onsauma nopto. (Port Isolation).

JNlabopaTopHas paboTa: 4.1. HacTponka n npoBepka npoTokona STP.
JNlabopaTopHas paboTa: 4.2. Peanunsauuns Port-Channel ¢ ucnons3osaxHunem LACP.

Moaynb 5. MpoTtokon DHCP u ero onTuMusauums.

e OcHoBbl paboTbl npoTokona DHCP.
e PeTpaHcnsauns DHCP (DHCP Relay).
e DHCP Snooping.



¢ JlabopaTopHas paboTa: 1. DHCP snooping.
Moaynb 6. OcHOBbI 6@30nacHOCTH Ha ypoBHe L2.

¢ ARP Inspection.

e |P Source Guard.

e Cnunckm KoHTponsa goctyna (Access Control Lists).
» JlabopaTopHas paboTa: 6.1. IPSG, ARP Inspection.
 JlabopaTopHas paboTa: 6.2.HacTtpownka ACL.

Mopaynb 7. MacwutabupoBaHue n N30bITOYHOCTD.

e CTeknpoBaHue.

e ArpermpoBaHune KaHanoB Ha HECKOJIbKUX KoMMyTaTopax (MLAG).
¢ [poTokon VRRP.

e JlabopaTopHas paboTa: 7.1. KoHurypmuposaHue VRRP.

Moaynb 8. MOHUTOPUHI U pe3epBHOE KONMUpPOBaHHMe.

HacTtpoika SNMP.

HacTtponka noruposaHus (SysLog).

e Pe3epBHOE KONMPOBaHWE U yripaBiaeHne KOnusamu.

NabopaTopHas paboTa: 8.1. HacTponka PyHKLMN pe3epBHON KOHDUIYpaLUN.
JNlabopaTopHas paboTa: 8.2. HacTpoika SNMP.

JNlabopaTopHas paboTa: 8.3. HacTporika Syslog.

Mopaynb 9. ilnarHocTuka.

o du3nyeckas anarHocTtuka u PoE.

e [InarHoCcTunkKa Ha ypoBHe L2, npotokon LLDP.

¢ 3epKannpoBaHne NopToOB.

e JlabopaTopHas paboTa: 9.1. Peannsaumns AMarHOCTUKN (U3NYECKOrO YPOBHSI.
e JlabopaTopHas paboTa: 9.2. LLDP.

 JlabopaTopHas paboTa: 9.3. 3epkannpoBaHune NOPTOB.

[ NMocMoTpeTh pacnucaHue Kypca U 3anucatbca Ha obyvyeHue ]
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Vicnonb3oBaHne koMMyTaTOpoB Eltex MES (6a30Bbiin ypoBeHb) v.1

[Moyemy Y4yebHbin ueHTp Softline?

Jlnpep Ha pbiHke bonee 300 Tbicay M6k MHAMBUAYaNbHbIV
KoprniopaTMBHOro NOArOTOBAEHHbIX noaxop B 06yueHnn, CKUAKN
0byueHus. IT-cneumanmcros. M akumm.

BbicokoTexHonornuyHoe
LLinpokan ceTb NpeACTaBUTENbCTB 060pyAOBaHMe

B KpyrnHenwwux ropogax P® n CHT;
AVNCTAHUMOHHBIM dopmaT obyueHme Ha BaLLen
TEeppPUTOPUM AW B apeHA0BaHHOM Kaacce

- b 18 ner onbIT
B At0BOM TOuUKe Mmpa. onee ner o a

paboTbl
MexxayHapoaHble cepTuduKarbi CeprupnumnpoBaHHbie TpeHepbl
ana IT-cneynanncToB 1 Noab3oBaTeNen c boraTtbiM NPaKTUYECKUM
B LleHTpax TecTupoBaHus onbITOM paboThbl
ABTOpM3aLMKU OT MUPOBLIX
npoussoagutenen MO (Microsoft, Pazpabotka KypcoB u TectoB
Cisco, VMware, Citrix, Jlabopatopwus nog, 3akas, BHegpeHue
Kacnepckoro, Oracle, Autodesk, Kog, KOpnopaTuBHbIX cucTeM 0byyeHus.

H6e30nacHOCTN 1 ApyruXx).

MopnpobHee 06 YuebHOM LeHTpe Softline
Bbl MOXXeTe y3HaTb U3 npodanna.
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