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Ncnonb3oBaHue mapwpytusatopos Eltex ESR (npoaBuHyTbhIK ypoBeHb) V.1
Kop kypca: Eltex 3

ONUTenbHOCTb 40 ak. YyacoB

dopmart O4Ho; AncTaHunoHHO

Pa3paboTumk Kypca Eltex

Tun Y4yebHbI Kypc

Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

B Kypce paccMaTpmBaloTCA YHKLMOHANbHbIE BO3MOXHOCTU MapLUpyTM3aTopoB cepun ESR n
NCNOJIHAEMbIE POJIN Ha CeTAX.

MoapobHasa nHhopmaums
Mpocdunb ayautopunm:

* /IH>XeHepbl CONMPOBOXAEHNS N TEXHUYECKOV NOAAEPXKKY;
e CneumnanncTbl TEXHUYECKNX N UHXXEHEPHbIX CyXO;
e CUCTEMHbIE aAMUHNCTPATOPbI.

MpenBapuTenbHblie TpeboBaHUA:

e 3HAaKOMCTBO C OCHOBaMW NMH(OPMALIMOHHbLIX TEXHOJIOMNI;

MpencTtasneHne o cTaHdapTax mogenu OSI v posiv NPOTOKOJIOB;

MoHMMaHWe 6a30BbIX NPUHLMUMNOB MapLLIpyTU3aLuu;

3HaHue OCHOB NOCTPOeHMA ceTeir, npoTokonos TCP/IP n TexHonorum Ethernet;

3HaHWe TakMX NOHATUN KaK: KOMMYyTaTop, MaplipyTu3aTop, IP-agpec, MAC-agpec, Macka NnoaceTu,
VLAN, pexxumsbl Trunk n Access, TuUnbl KOHHEKTOPOB, N0 KaapoB Ethernet, nHkancynauns, geneHve
IP-ceTen Ha noaceTn n cymMmumpoBaHue IP-ceTel;

e 3HaHMe NpUHLMNOB paboTbl OCHOBHbLIX NPOTOK0N0B K cepBncoB (DHCP, ACL, NAT, NTP, Syslog);

e YMeHue paboTtathb ¢ CLI (be3 NpuBA3KN K KOHKPETHOMY MPON3BOAUTENIO).

Mo oKOHYaHUM Kypca cnyLwiaTenm CMOryT:

® COEAVHATb NIOKasbHble CETU C CETbI0O UHTEPHET;

e BHeapATb TexHonoruu n cepsuckl QoS, VRRP, IPsec n DMVPN;

* PACLWINPATL CETM Manoro u cpefHero pasmepa ¢ nomotlbio WAN-TEXHOI0rni;

e HacTpamBaTb NPOTOKObI AMHaMU4eckon MapwpyTm3aunn (OSPF, BGP);

* NMOHMMaTb OCHOBHbIE NPUHLMNLI 0becneyveHns 6e30NacHOCTY CETEBbIX YCTPONCTB;
* MOHMMaTb NPUHLMMbLI NOCTPOEHNS N3DbITOYHbIX CeTel;

e BJlafleTb HaBblKaMy yNpaBJIEHNA CETEBLIMN YCTPONCTBAMU;



e BJlafleTb HaBblkaMy HAaCTPOWNKK CeTel CpeHero pamepa C UCMNoJib30BaHNEM
TeNIeKOMMYHMKaLNOHHOIo obopynoBaHums.

[lporpamMma Kypca

Mogaynb 1 «OcHoBbI paboTbl ¢ ESR»

e Mogenun ESR 1 nx xapakTepucTuku

®dyHKUMOHaN MapLpyTmusaTopos ESR

NHTepdheinc KoMaHAHO CTPOKM

* llepapxusa pexxnumoB 1N NepexonoB Mexay HUMU
KoH(MrypaLmoHHble (anbl

B3avmopencTene KOHMUrypaunoHHbIX (ansios

e AyTeHTUnKauuns

e Co3faHne 1 HacTporKa nNpoduas ayTeHTUdrKaumm
e AyTeHTudukaumna no RADIUS-cepeepy

e AyteHTudukauns no TACACS-cepsepy
 JlabopaTopHas paboTa: HaBuraumsa no canty Eltex
 JlabopaTopHas paboTa: IHTepdeinc KoMaHAHOW CTPOKM
» JlabopaTopHas paboTa: HacTponka AAA

Mopaynb 2 «KOH(UrypupoBaHue TyHHenen»

e Tvnbl TYHHENEN

HacTtponka IP41P4-TyHHenen

HacTpownka VTI-TyHHenen

e HacTtponka GRE-TyHHenemn

HacTpoinka L2TPv3-TyHHenen

JNlabopaTopHas paboTa: HacTponka TyHHenen

Mopynb 3 «MexceTeBon 3kpaH ESR»

e Obwas nHpopmauymsa

e Co3paHue cnuckos (object-group)

e 30HbI 6e30MacHoOCTH

e 30Ha self

e B3ammogencTeme Mexay 30Hamu 6e3onacHoCcTu
e Co3gaHne npaBu

e [lpyMep HaCTPOMKN MEeXXCETEBOrro 3KpaHa

e JlnarHoctuka

O6Lwume cBefieHMA 0 MapLIpyTM3aumum
MNpepnoyTeHne MapLlpyTa

MeTpuka MapLpyTa

MMBKOCTb MPOTOKOI0B MapLUpyTM3aLmum
Mopanok obpaboTkn nakeToB ESR
JNlabopaTopHas paboTa: HacTpoika MeXceTeBoro skpaH

Mogaysib 4 «KoHpurypmposaHme OSPF»



OcHosbl OSPF

Tunbl naketos OSPF

CocToaHua OSPF

Anroputm JenkcTpbl

Tunbl mapwpyTusatopos OSPF

Tunbl obnacten OSPF

Tunbl 3anuncert 6a3bl AaHHbIX COCTOSHMIM KaHana (LSA)
PaboTa LSA B pa3Hbix 0bnactsax

Tunobl ceTen OSPF

Ponn MapLIpyTU3aTOPOB B LUMPOKOBELLATESIbHOM LOMEHE
Mpouecc Bbibopa DR 1 BDR
CyMMupoBaHue MapLLpyTOB

HacTpoinka OSPF

HacTpownka Tnna obnacTu

BupTyanbHbii KaHan (Virtual Link)
AyTeHTudukauns OSPF

Tunel cocencTea

BpemeHHble nHTepsasibl OSPF
AnarHoctnka OSPF

Mpumep HacTponku OSPF

JNabopaTopHas paboTa: HacTponka OSPF

Moaynb 5 «KoHpurypmposaHue BGP»

O6wme ceeneHus o BGP

OpraHusaumm n permctpaTopsl

ABTOHOMHbIE CMCTEMbI U YHUKa/IbHbIE HOMEpPa
Tunbl aBTOHOMHBIX CUCTEM
MpoBanfepo-3aBuCUMbIe U NpoBanaepo-He3aBncMble IP-agpeca
OcHosbl BGP

MapuwpyT BGP

Bbibop ny4ywero mapwpyTa

HacTpownka eBGP

AyteHTudpukauns eBGP

eBGP Multihop

HacTtponka iBGP

Peer-group

Next-hop-self

Route-Reflector

Allow-local-AS

AnarHoctnka BGP

MNpumep HacTponkn BGP

JNlabopaTopHas paboTa: HacTponka BGP

Moaynb 6 «AHOHCMpPOBaHWE U PUILTPALUA»

MexaHW3Mbl aHOHCUPOBAHWS MapLUPyTOB
AHoHcmpoBaHue Redistribute
AHoHcmpoBaHue Network



AHoHcupoBaHue Default-information-originate
MexaHu3Mbl uabTpaLmm NPUHNMAEMbIX MapLLPYTOB
®dunbTpaumnsa mapipyTos ¢ Prefix-list

e OdunbTpaumsa mappyTtos ¢ Route-map

dunbTpauunsa MapLUPyTOB NPU aHOHCUPOBAHNN
Moaundurkaumns mapwpyTHbIX aTtpnbyTos BGP
OunbTpaLmnsa NPUNOXKEHNI

NabopaTopHas paboTa: AHOHCMPOBaHME U PUNbTPaLUS

Moaynb 7 «[pyrue NnpuHUMMNbLI MapLpyTU3aLnmM 1 BCNOMOraTe/ibHble TEXHOJIOM M»

e KoH(urypuposaHune PBR

e MapLpyTun3auus Ha 0CHOBE NOJINTUKM

e MpuHUMN paboTbl 1 3Tanbl KOHOUTYPUPOBAHMNS
e HacTtpounka PBR

e [Tpymep HacTponku PBR

e KoHourypuposaHue VRF-lite

e BupTyasibHas MapLipyTm3aums

e HacTtponka VRF-lite Ha ESR

e lnarHoctuka VRF-lite

e [Tpumep HacTponkn VRF-lite.

e KoHourypuposaHme MultiwAN

e Obwue cBepeHnsa o Multi-WAN

e MpuHuun paboTtsl Multi-WAN

e HacTtpounka Multi-WAN

e HacTpoWnKa Ha uHTepdence

e lnarHoctuka Multi-WAN

e [pumep HacTporku Multi-WAN

e Hactpowka BFD

e Obwas nHgopmauus o BFD

e BFD nns OSPF

e BFD gna BGP

e KOMaHAbl HACTPOMKMK

e [pumep HacTporkn BFD

» JlabopaTopHas paboTa: HacTponka PBR
NabopaTopHas paboTa: HacTponka VRF-lite

e JlabopaTopHas paboTa: HacTponka Multi-WAN
¢ JlabopaTopHas paboTa: HacTponka BFD. HacTpoinka BGP

Moaynb 8 «KoHurypmnposaHue QoS»

O6wwe ceepeHmnd o QoS

Mogenu QoS

MexaHu3mebl DiffServ
Knaccuukaums n MapkupoBKa
NHCTpymMeHTbI 1 anropntMbl QoS
MpenoTepalleHne rneperpysok
Tail drop n Head drop

RED



GRED

Ynpasnenue neperpy3skamu (PQ, WFQ, RR, WRR)
FIFO

PQ

SFQ

WRR

OrpaHun4yeHne ckopocTu

MexaHu3m "[bipsisoe Beapo” (Leaky Bucket)
MexaHn3m "MapkepHoe Beapo" (Token Bucket)
KomaHAabl HacTponku 6a3oBoro QoS

Mpumep HacTpornky 6aszosoro QoS

KoMaHAbl HaCTPOMKK pacumnpeHHoro QoS
MprMep HacTponkK pacumpeHHoro QoS
JNabopaTopHas paboTa: HacTponka QoS

Mogaysib 9 «KoHpurypmposaHue VRRP»

O6wwe ceepeHus o VRRP

MpuHuun paboTel VRRP

TepmuHonorna VRRP

MapameTtpbl VRRP

CocTosaHuma VRRP

KomaHAabl HacTponkn VRRP

Tanmepsl

Preempt

AyTeHTUMKauna

C6bpoc cOCTOAHNA U fMArHOCTMKA

Mpumepbl HacTponkn VRRP

PesepsuposaHne DHCP ¢ nomowbio VRRP
KoMaHbl HaCTPONKHY

Mpumep HacTponkn pesepsnpoBaHmns DHCP
Pe3epBrpoOBaHME CECCMN MEXCETEBOI0 dKpaHa
KomaHbl HaCTPONKu

Mpumep HaCTPOWKKN pe3epBmpoBaHus ceccum firewall
NabopaTopHas paboTa: HacTponka VRRP

Mogaysb 10 «KoHpurypmposaHue IPsec»

Obwume cBeneHus o IPsec
LenocTtHOCTb

AyTeHTuunKauns
KoHnaeHuManbHOCTb
Anropntm Quddu-XennmaHa
MpoTokonbl IPsec

MNpoTokon AH

MpoTokon ESP

TpPaHCMOPTHLIV N TYHHENbHbIA PEXUMBI
Accounaumm 6esonacHocTuy (SA)
MpoTokon ISAKMP



MpoTokon IKEV1 ha3za 1

MpoTtokon IKEv1 tasa 2

MpoTokon IKEv2

MpuHumMn paboTsl IPsec

Pexxnm paboTbl IPsec Ha ESR

MopsaoK HaCTPONKHU

KoHgurypuposaHue Route-based IPsec VPN
KoMaHAbl HAaCTPONKK

Mpumep HacTponkn Route-based IPsec VPN
KoHgurypuposaHme Policy-based IPsec VPN
KoMaHAbl HAaCTPONKK

Mpumep HacTponku Policy-based IPsec VPN
IvarHocTuka IPsec

NabopaTopHas paboTa: HacTpoinka IPsec

Mogaysib 11 «KoHgurypuposaHme DMVPN»

O6wwe ceBepeHns o DMVPN
Ncnonb3osaHne GRE
Ncnonb3osaHne mGRE

MpoTtokon NHRP

Mpenmywectsa DMVPN

MpuHUMn paboTbl

®a3bl paboTsl DMVPN

®naru

CxeMbl NnpuMeHeHns

PaboTa c NAT

KoMaHAbl HAaCTPONKK

Mopsnok HacTponku DMVPN ¢ OSPF
Jtan 1. Hactporika mGRE n NHRP
3Tan 2. Hactpomnka OSPF

3Tan 3. HacTpounka IPsec

Mpumep HacTponkn DMVPN ¢ OSPF
Mpumep HacTporkn DMVPN ¢ BGP.
JNlabopaTopHas paboTa: HacTpoika DMVPN

Mogaysib 12 «MOHUTOPWHF 1 ynpasJieHne»

KoHgurypuposaHue Eltex IP SLA

O6wue ceepeHus o Eltex IP SLA

MpuHUMn paboThl

ba3oBas KoHpUrypauma Sender
JonosiHuTenbHble napameTpbl Ana Sender
ba3oBas KoH(purypauma Responder
JonosnHuTenbHble NapameTpbl Ana Responder
AyTeHTUUKauma no K4y
AyTeHTUdMKaLMA N0 CMNCKY KIOYelN
JlornposaHue

[narHocTunka



e [pumep HacTporkn Eltex IP SLA

e KoHurypuposaHue SNMP

e O6wwe cBepneHmsa o SNMP

e MpuHunn pabotsl SNMP

e Bepcun npotokona SNMP

e Tunbl coobLieHnin SNMP

e ba3a MIB n nugeHTudukatop obbvekTa

e CTtpoka coobuiecTBa

e be3sonacHocTb SNMP

e ®dopmaT coobuieHmna SNMP

e 3aronoBok SNMP

e 3aronoBok 3anpocos GET/SET

e PDU GET-request, GET-next-request, SET-request, GET-bulk-request
e PDU GET-response

e 3aronosok TRAP

e PDU TRAP

e [ona Variable Bindings

e ®opmat SNMPv3 c USM

e KOMaH[bl HACTPOMKM

e [pumep HacTponkn SNMP

e KoH(purypmposaHue Zabbix-areHTa

e Obwue cBeneHns o Zabbix

e [puHUMn paboTsl Zabbix

e Criocobbl MOHUTOPUHra Zabbix

e KOMaHabl HACTPOMKM.

e [lpuMmep HacTponkn Zabbix-areHTa

e KoH(urypuposaHue NetFLOW

e Obwume ceeneHns o Netflow

e Bo3moxxHocTu NetFlow

e KomnoHeHThbl NetFlow

e MpuHumn paboTbl NetFlow

e Obwue cBepeHmnsa o SFLOW

e CpaBHeHus NetFlow n sFlow

e ®opmaT coobuieHmn NetFlow

e ®opmaTt 3arosioBka NetFlow

e ®opmaT wabnoHa Template Flow Set

e ®dopmaT wabnoHa Data Flow Set

e ®opmaT WwabnoHa Options Template FlowSet
e ®dopmaT Habopa Options Data B Data FlowSet
e YnpasseHue wabnoHamu

e Ya3BmumocTu B 6e3onacHocTu NetFlow

e KoMaHabl HacTponkn NetFlow

e [Tpumep HacTponkn NetFlow

e KoMaHAbl HacTporku sFlow

e [pumep HacTpomnkn sFlow

» JlabopaTopHas paboTa: HacTponka Eltex IP SLA
NabopaTopHas paboTa: HacTpoika SNMP
 JlabopaTopHas paboTa: HacTpoinka Zabbix-areHTa
e JlabopaTopHas paboTa: HacTponka NetFlow



icnonb3oBaHue mapLipyTmnsaTtopos Eltex ESR (npofBuHYThIN YpOBeHb) V.1

[ NMocMoTpeTh pacnucaHue Kypca v 3anucaTbcs Ha obyyeHue ]

Obpawautecb no nobbIM Bonpocam
K MeHemxepaM YyebHoro ueHTpa Softline

8 (800) 505-05-07 | edusales@softline.com

XXnéwm Bac Ha 3aHATUAX B YyebHOM ueHTpe Softline!
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icnonb3oBaHue mapLipyTmnsaTtopos Eltex ESR (npofBuHYThIN YpOBeHb) V.1

[Moyemy Y4yebHbin ueHTp Softline?

Jlnpep Ha pbiHke bonee 300 Tbicay M6k MHAMBUAYaNbHbIV
KoprniopaTMBHOro NOArOTOBAEHHbIX noaxop B 06yueHnn, CKUAKN
0byueHus. IT-cneumanmcros. M akumm.

BbicokoTexHonornuyHoe
LLinpokan ceTb NpeACTaBUTENbCTB 060pyAOBaHMe

B KpyrnHenwwux ropogax P® n CHT;
AVNCTAHUMOHHBIM dopmaT obyueHme Ha BaLLen
TEeppPUTOPUM AW B apeHA0BaHHOM Kaacce

- b 18 ner onbIT
B At0BOM TOuUKe Mmpa. onee ner o a

paboTbl
MexxayHapoaHble cepTuduKarbi CeprupnumnpoBaHHbie TpeHepbl
ana IT-cneynanncToB 1 Noab3oBaTeNen c boraTtbiM NPaKTUYECKUM
B LleHTpax TecTupoBaHus onbITOM paboThbl
ABTOpM3aLMKU OT MUPOBLIX
npoussoagutenen MO (Microsoft, Pazpabotka KypcoB u TectoB
Cisco, VMware, Citrix, Jlabopatopwus nog, 3akas, BHegpeHue
Kacnepckoro, Oracle, Autodesk, Kog, KOpnopaTuBHbIX cucTeM 0byyeHus.

H6e30nacHOCTN 1 ApyruXx).

MopnpobHee 06 YuebHOM LeHTpe Softline
Bbl MOXXeTe y3HaTb U3 npodanna.
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