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ApMUHUCTPpUpPOBaHUE MeXXceTeBbiX 3KpaHoB UserGate 6
Kog kypca: UG-NGFW60

ONUTenbHOCTb 40 ak. YyacoB

dopmaT

Pa3paboTumk Kypca UserGate

Tun Y4yebHbI Kypc

Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

Kypc npegHasHayeH 414 cneunannctos B 061acTn nHGopMaLmnoHHon 6e30nacHOCTK, OTBEYaLWMX 3a
BHeApeHMe 1 06CNyXBaHNE MeXCeTeBbIX 3KPaHOB. B faHHOM Kypce pacCMaTpMBaeTCa yCTaHOBKA U
KOH(UryprpoBaHme MexxceTeBblx 3KpaHoB UserGate. Bbl Hay4YnTeCh BbINOMHATL YCTAHOBKY U
nepBOHaYasbHYI0 HAaCTPOWKY, CO34aBaTb KNacTepbl KOHPUIypaLum n 0TKasoyCcTon4YnBoCcTr, GopMMPOBaTb
NoAnTMKY 6e30NacHOCTHK, BKJIIOYaloLWyo B cebs nHCNeKTupoBaHme SSL, KOHTPOIb AOCTyMNa Nob30BaTeNeN,
HaCTPOMKY CMCTEMbI NPeaoTBpaLeHns BTop)KeHUn, VPN-TyHHenn n MHorve apyrue yHKUuu.

MoapobHasa nHhopMaums

Mpocdunb ayautopunm:

CneunanncTbl N0 MHGOPMaLMOHHON 6e3onacHOCTY;

CncTeMHbIe 1 ceTeBble UHXEHePHbI.

MpepnBaputenbHbie TpeboBaHUA:

OnbIT CUCTEMHOr0 aAMUHUCTPUPOBAHUS;

3HaHuA ceTeBblx TexHosorun: 1ISO OSI, TCP/IP, mapwpyTrn3auns, KOMMyTaLns;
ba3oBble 3HaHWNA ceTeBbIX MPOTOKO/10B NPUKIAAHOMO YPOBHS;

Ba3oBbIl 0NbIT paboThl C MEXCETEBLIMU IKPaHAMU.

Mo oKoHYaHuM Kypca cayLwiaTesim CMOryT:

BbINOMHATL YCTAaHOBKY U NepBOHaYabHY HAaCTPOMKY MexceTeBbIX 3kpaHoB UserGate;
dopMmpoBaTb CETEBYIO KOH(UIypaLnio MexceTeBbiX 3KkpaHoB UserGate;

Co3faBaTb KNacTepbl KOH(PUIypaLMm U 0TKa30yCTONYNBOCTH;



Co3naBaTb NOUTUKK CETU U BE30MacHOCTY, BKAOYaoLWme puabTpaumnio NPUN0OXKEHUA, CUCTEMY
obHapy>XeHNs BTOP>XEHWI, MHCMEKTUPOBaHMe SSL-coeanHEeHN, NAEHTU(GMKaLNIO NoAb30BaTeNEN U ap.;

BbinonHATb HacTponky VPN-TyHHenen Site-to-Site n yoaneHHoro goctyna;

PaboTaTb ¢ UserGate Management Center gns LeHTPasM30BaHHOMO YNpaBieHNs MEXXCEeTEBbIMMN 3KPaAHaMW.

[lporpamMmma Kypca

Moaynb 1 «0630p M apxuTeKTypa»

e CoBpeMeHHbIe yrpo3bl 1 3alinTa OT HUX
¢ O koMnaHun UserGate

e 0630p NpoayKTOB

e ApxuTeKkTypa

Mopaynb 2 «YcTaHOBKa U ba3oBas HaCTPoOMUKa»

e YCTaHOBKa

NHTepdencol agMmMHUCTpaTopa

JInueHsuposaHune

e Ponesas Mofesib AOCTynMa

 JlabopaTopHas paboTa. 3HAaKOMCTBO C UHTepdencom n 6azoBasa KOHDUrypaums.
e JlabopaTopHas paboTa. Ponesas Mogens fOCTyna.

Mopaynb 3 «CeTeBass KoHpurypauusa»

® 30HbI

e CeTeBble MHTEPhENCHI

e MapuwpyTnsaums

e CeTeBble CepBUCHI

e JlabopaTopHasa paboTa. HacTpoika Lw0308.

» JlabopaTopHas paboTa. HacTponka npoTokona OSPF.
» JlabopaTopHas paboTa. HacTponka DHCP.

¢ JlabopaTopHas paboTa. HacTpoika DNS-npokcu.

Moaynb 4 «Knactepbl»

e Knactep KoHGuUrypauum

e Knactep 0TKa3oyCTON4YMBOCTH

¢ JlabopaTopHas paboTa. Knactep KoHhUrypaumm.
 JlabopaTopHas paboTa. Knactep 0TKa3oyCTOMYMBOCTH.

Mopaynb 5 «[lonuTukKK ceTn»

0630p NOANTUK CeTH
bubnnoTekn anemeHTOB

e [ToINTMKa MeXCeTeBOro 3KpaHa
NAT 1 MapwpyTur3auna



e banaHcMpoBKa Harpysku

e YnpaBneHne nponyckHOM CNoCcOOHOCTbIO

e JlabopaTopHas paboTa. PaboTa c bubnnoTtekon 3nemMeHToB

e JlabopaTopHas paboTa. ba3oBas NonMTMKa MexceTeBoro skpaHa u Source NAT (SNAT)
JNlabopaTopHas paboTa. HacTponKa NOMTMKN MEXCETEBOI0 3KpaHa

JNlabopaTopHas paboTa. HacTpoika Policy-Based Routing

NabopaTopHas paboTa. HacTponka Destination NAT (DNAT)

e JlabopaTopHas paboTa. banaHcnpoBKa Harpysku

Moaynb 6 «CepTucukatbl U UHCNEKTUpOBaHue SSL»

e LinpoBsble cepTunKaThl

e /lHCnekTMpoBaHue SSL

* JlabopaTopHasa paboTa. YcTaHOBKa CepTM(UKATOB KOPNOPaTUBHOIO yAOCTOBEPSIOLLErO LeHTpa
e JlabopaTopHas paboTa. HacTpoika NOANTUKK MHCNEKTMPOBaHMA SSL

Moaynb 7 «<UpeHTudukKauusa nonb3oBatenen»

e Monb3oBaTenu 1 rpynnel

e ipeHTuuKauma nonb3osaTenen

e JlabopaTopHas paboTa. HacTpownka Captive-nopTana

e JlabopaTopHas paboTa. YcTaHoBKa areHTa asTopusaunm Windows
 JlabopaTopHas paboTa. ABTOpM3aumsa nonb3oBaTenen no IP-agpecy

Mopaynb 8 «Monutnka 6esonacHocTu»

e 0630p NoANTMKKM BesonacHOCTH

e GunbTpaLMsa KOHTEHTa

e Beb-6e3onacHocTb

e CncteMa obHapyXeHuUs N NpefoTBPaLLeHNs BTOPXKEHWI

e CueHapun

3awwmTa ot DoS-aTak

Mpoymne cpencTBa 3anThl

JNlabopaTopHas paboTa. HacTponka nonnTmkmn 6esonacHoCcTun

Moaynb 9 «VPN»

e 0630p TexHonorum VPN

Site-to-Site

Remote Access

JNlabopaTopHas paboTa. HacTponka VPN-TyHHens yaoaneHHoro goctyna
NabopaTopHas paboTa. HacTponka VTP-TyHHens Site-to-Site
NabopaTopHas paboTa. HacTpoika SSL VPN

Moaynb 10 <MOHUTOPMUHT, XXypPHaJibl OTYETHOCTb>

e [InarHoCTMKa 1 MOHUTOPUHI
* XypHanbl, 0T4ETHI 1 TEXHNYECKas NOAAEpPKKa



» JlabopaTopHas paboTa. PaboTa ¢ xXypHanamm
 JlabopaTopHas paboTa. PopMNpoOBaHME OTHETOB

Moaynb 11 «LleHTpanusoBsaHHOe ynpaBJieHue»

e ApxutekTypa UserGate Management Center (UGMC)

e YcTaHoBKa 1 6a30Bas HaCTpoKa

* YnpaBneHue mexceTesBbiMN 3KpaHammn UserGate

» JlabopaTopHas paboTa. MoakNYeHne MeXxceTeBoro skpaHa Kk UGMC

[ NMocMoTpeTh pacnucaHue Kypca U 3anucaTbCa Ha 06y=|eHue ]
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ALMUHNCTPUPOBaHNE MeXXceTeBblX 3KpaHoB UserGate 6

[Moyemy Y4yebHbin ueHTp Softline?

Jlnpep Ha pbiHke bonee 300 Tbicay M6k MHAMBUAYaNbHbIV
KoprniopaTMBHOro NOArOTOBAEHHbIX noaxop B 06yueHnn, CKUAKN
0byueHus. IT-cneumanmcros. M akumm.

BbicokoTexHonornuyHoe
LLinpokan ceTb NpeACTaBUTENbCTB 060pyAOBaHMe

B KpyrnHenwwux ropogax P® n CHT;
AVNCTAHUMOHHBIM dopmaT obyueHme Ha BaLLen
TEeppPUTOPUM AW B apeHA0BaHHOM Kaacce

- b 18 ner onbIT
B At0BOM TOuUKe Mmpa. onee ner o a

paboTbl
MexxayHapoaHble cepTuduKarbi CeprupnumnpoBaHHbie TpeHepbl
ana IT-cneynanncToB 1 Noab3oBaTeNen c boraTtbiM NPaKTUYECKUM
B LleHTpax TecTupoBaHus onbITOM paboThbl
ABTOpM3aLMKU OT MUPOBLIX
npoussoagutenen MO (Microsoft, Pazpabotka KypcoB u TectoB
Cisco, VMware, Citrix, Jlabopatopwus nog, 3akas, BHegpeHue
Kacnepckoro, Oracle, Autodesk, Kog, KOpnopaTuBHbIX cucTeM 0byyeHus.

H6e30nacHOCTN 1 ApyruXx).

MopnpobHee 06 YuebHOM LeHTpe Softline
Bbl MOXXeTe y3HaTb U3 npodanna.
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