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Kaspersky Endpoint Security and Management
Kopn kypca: KL 002.12.7

ONUTenbHOCTb 32 aK. Yyaca

dopmaT

Pa3paboTumk Kypca JNlabopaTopusa Kacnepckoro

Tun Y4yebHbI Kypc

Cnocob obyuyeHusn Mon pyKoBOACTBOM TpeHepa
O Kypce

OcHOBHa# Lenb Kypca - NpefoCcTaBUTb CywaTensMm Heobxoammbli Habop 3HaHWMI 4NA yCNeLwHoro
BHEAPEHNA, HACTPONKN 1 yNpaBAeHNs pelleHnemM. Kypc roToBUT K MPOEKTUPOBAHMIO, BHEAPEHWNIO U
06CNy)KMBAHUIO CUCTEM 3aLLUUTLI CETEN, NOCTPOEHHbIX Ha Kaspersky Endpoint Security n ueHTpann3oBaHHO
ynpasnsembix Yyepes Kaspersky Security Center. OH paccka3sbiBaeT 0 NPOAYKTaXx, KOTOPbIE HYXHbI, 4TOObI
3alWNTNTbL ceTb NpuMepHo Ao 1000 y3n08B, COCpef0TOYEHHbIX B 0AHOM MecTe. B jaHHOM Kypce nog y3namu
noapa3yMeBaloTCs cepBepbl 1 paboymne ctaHumm non ynpasneHnem Windows u Linux.

MoapobHasa nHhopMaums
Mpocdunb ayautopunm:

* VHXXEeHepbl TEXHNYECKON NOALEPKKN;
* rpecenn-nuHXeHepbl.

MpepBapuTenbHble TpeboBaHuUA:

e [loHVMaHue ocHOB ceTeBbIx TexHosornn: TCP/IP, DNS, 3n1eKTpoHHOM NoYThl, web.
e ba3oBble HaBblkM agMuHUCTpupoBaHns OC Windows u Linux.
» ba3soBble 3HaHNA 06 NHPOpPMaLMOHHON Be3onacHoOCTW.

Mo oKOHYaHUM Kypca cayLlaTenm uly4ar:

e OnncaTb BO3MOXXHOCTK Kaspersky Endpoint Security n Kaspersky Security Center.

e CpoeKkTnpoBaTb U BHEAPUTL ONTUMAJIbHOE peLleHme ans 3almnThl HeboblMX ceTen, OCHOBaHHOe
Ha Kaspersky Endpoint Security n ynpasnsemoe 4epes Kaspersky Security Center.

e OcywecTBnATb 06CNy)KMBaHME BHEAPEHHOW CUCTEMbI Ha BCEX CTaAMSAX IKCNayaTaunu.

[lporpamMmma Kypca

TeMbl:



BHeppeHune

Ynpasnenue 3awuton Windows
KoHTponb 6e3onacHocTn Windows
EDR Optimum (Windows)

3awwmTa Linux
AOMVHNCTPUPOBAHME

oOuUV ks WwWwN =

JlabopaTopHble paboThi:

JNlabopaTopHas paboTa 1. YcTaHoBuTb {kscl}

NabopaTopHas paboTta 2. HactponTtb {kscl}

NabopaTopHas paboTa 3. BHeapuTb Kaspersky Endpoint Security Windows
JNlabopaTopHas paboTa 4. Co3aaTtb CTPYKTYPY rpynn ynpaBaseMbiX KOMAbIOTEPOB
JNlabopaTopHas paboTa 5. HacTponTb 3aWwnTy OT (hannoBbIX yrpo3

NabopaTopHas paboTa 6. HacTponTh 3alimMTy OT NOYTOBLIX Yrpo3

JNlabopaTopHas paboTa 7. MpoBepuThb 3awwnTy OT BEH-yrpo3

JlabopaTopHas paboTa 8. MNpoBepuTh 3aLLMTy CETEBbLIX NAMNOK OT NPOrpaMM-BbIMOraTenen
NabopaTopHas paboTa 9. MpoBepnTb 3awnTy oT bectannosbix yrpo3
NabopaTtopHas paboTa 10. NpoBepnTb 3aWUTy OT 3KCMNIONTOB

JNlabopaTopHas paboTa 11. HacTponTb KOMNOHEHT MNpeaoTBpaLLeHne BTOPXXEHUA 4119 3alnTbl OT
nporpamMm-BbiIMOraTenemn

JNlabopaTopHas paboTa 12. MpoBepnTb 3alLUTY OT CETEBLIX aTak

JNabopaTopHas paboTa 13. HacTponTb KOHTPObL NporpamMm

JNlabopaTopHas paboTa 14. 3abn0KMpoBaTh 3anyCK HEM3BECTHbLIX DaIoB B CETHU
JNlabopaTopHas paboTa 15. HacTponTb KOHTPOAL AOCTYyNa K Beb-pecypcam
JNabopaTopHas paboTa 16. HacTponTb AganTuneHbin KOHTPOb AHOManui
NabopaTopHas paboTa 17. IMUTUpOBaTb aTaky Ha CeTb NPeAnpPUATUS
JNlabopaTopHas paboTa 18. Pa3BepHyTb Kaspersky Endpoint Detection and Response
JNlabopaTopHas paboTa 19. Moarotoeutb Kaspersky EDR k paboTe

JNlabopaTopHas paboTa 20. PaccnenoBaTbh MHUNOEHT

JNlabopaTopHas paboTa 21. HacTponTb 3amUTy Naposem



JNlabopaTopHas paboTa 22. HacTponTb NaHeNb MOHUTOPUHIa

JNlabopaTopHas paboTa 23. HacTponTb OTHETHI

JlabopaTopHas paboTa 24. CobpaTb AnarHOCTUYECKYO MH(OPMaLMo
NabopaTopHas paboTta 25. YcTaHoBUTb {kesl} Ha ynpaBnsiemblie yCTpONCTBa

JNabopaTopHas paboTa 26. obaBnTb kKoMnbloTepbl ¢ OC Linux B CTPYKTYpPY rpynn yrnpaBasembix
KOMMbIOTEPOB

NabopaTopHas paboTa 27. HacTponTb 6a30BYt0 3aLUUTY CepBepa C OnepaLmMoHHON cnctemon Linux
NabopaTopHas paboTa 28. HacTponTb paclUMPEHHYIO 3aLLNTY CepBepa C ONnepaLnoHHON cuctemon Linux
JNabopaTopHas paboTa 29. PaboTa ¢ KoHTponem 6e3onacHoCcTM Ha KoMnbloTepe ¢ OC Linux
NabopaTtopHas paboTa 30. YnpasnieHue 3awmnTomn ¢ nomowbio kesl-control

JNlabopaTopHas paboTa 31. YnpaBieHne y4eTHbIMM 3anucsiMmn B Linux 1 aiMMHUCTPUPOBAHME YCTPOWCTB

[ NMocMoTpeTh pacnucaHue KypCa 1 3annCatbCa Ha OGV‘-IEHME ]
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Kaspersky Endpoint Security and Management

[Moyemy Y4yebHbin ueHTp Softline?

Jlnpep Ha pbiHke bonee 300 Tbicay M6k MHAMBUAYaNbHbIV
KoprniopaTMBHOro NOArOTOBAEHHbIX noaxop B 06yueHnn, CKUAKN
0byueHus. IT-cneumanmcros. M akumm.

BbicokoTexHonornuyHoe
LLinpokan ceTb NpeACTaBUTENbCTB 060pyAOBaHMe

B KpyrnHenwwux ropogax P® n CHT;
AVNCTAHUMOHHBIM dopmaT obyueHme Ha BaLLen
TEeppPUTOPUM AW B apeHA0BaHHOM Kaacce

- b 18 ner onbIT
B At0BOM TOuUKe Mmpa. onee ner o a

paboTbl
MexxayHapoaHble cepTuduKarbi CeprupnumnpoBaHHbie TpeHepbl
ana IT-cneynanncToB 1 Noab3oBaTeNen c boraTtbiM NPaKTUYECKUM
B LleHTpax TecTupoBaHus onbITOM paboThbl
ABTOpM3aLMKU OT MUPOBLIX
npoussoagutenen MO (Microsoft, Pazpabotka KypcoB u TectoB
Cisco, VMware, Citrix, Jlabopatopwus nog, 3akas, BHegpeHue
Kacnepckoro, Oracle, Autodesk, Kog, KOpnopaTuBHbIX cucTeM 0byyeHus.

H6e30nacHOCTN 1 ApyruXx).

MopnpobHee 06 YuebHOM LeHTpe Softline
Bbl MOXXeTe y3HaTb U3 npodanna.
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