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1. OBIIASI XAPAKTEPUCTHUKA ITPOI'PAMMBI

1.1. Bsenenmue

HopMaTuBHYIO TIPaBOBYIO OCHOBY pa3pabOTKH MPOrpaMMbl COCTaBJISIOT:

—  MenepanbHblii 3aK0H 0T 29 nekabps 2012 r. Ne 273-®3 «O6 o6pa3zoBanuu B Poccuiickon
denepauun»;

—  Veras AHO JIT1O «CodrnaitH DaoKedimn».

1.2. O6sacTh NpHMeHEHHs IPOrPpaMMBbI Kypca

Kypc 6ymer WHTEpeceH aJMHHHCTPAaTOpaM CETH, KaK HAYMHAIOLUIMM, TaK U TeM, KTO
TJIaHUPYET TepeBo/1 cepBepoB Ha Astra Linux ¢ OC.
B kypce paccmarpusaetcs Astra Linux Common Edition n Astra Linux Special Edition.

1.3. Ileapb u mIaHHpyeMble Pe3yJibTaThl OCBOCHHS JI0NOJIHHTEIbHON 00pa3oBaTe/IbHOM
NporpaMmsl

Ilenb:  COBEPIICHCTBOBAHME/MPUOOPETEHHE  HOBBIX ~ KOMIETEHUMH 110 CETEBOMY
aJIMUHUCTPUPOBAHHUIO ONIEPALIMOHHOM cUcTeMBI Astra Linux.

Tpe6oBaHusi K pe3yibTaTy OCBOCHHS A0NOJHHTE/ILHOI 00pa30BaTE/IbHOM NPOr paMMBbI

OOyuarouuiicsi B pe3yJibTaTe 0CBOECHHS IPOrpamMMbl 0JKEH
yMeThb

e yuMTHIBATb M OTpakaTb B KOHQUrypalMH CETEBbIX YCTPOMCTB TEXHOJIOIMYECKHE
CTaHJapThl OpraHU3aLuy;

® [I0JIb30BaThCs HOPMAaTHUBHO-TEXHUYECKOM JIOKyMEHTaluen B obnactu
UH(POKOMM YHUKALMOHHBIX TEXHOJIOTHA;

® HUCIOJIB30BaTh APXMUTEKTYPY anmnapaTHbIX, MPOrpaMMHBIX U IPOrpaMMHO-AMNapaTHbIX
CPEICTB aIMUHUCTPUPYEMOM CETH;

e HACcTpauBaTh CIELHABHBIE CPEACTBA YIPABIEHUS CETEBBIMU YCTPOHCTBAMM;

e pas3buparbcs B TUNAxX U kinaccax [P agpecos;

e BpiZEIATH B I[P anpecax ajpeca ceTu M XOCTa, UCIONb3YsI CETEBYIO MACKY;

e  HCIOJIB30BaTh NpaBKjia HMEHOBAaHUS CETEBbIX MHTEepdencoB B Linux;

e HacTpaMBaTh CETEBbIC MHTEP(ENCHI U CETEBbIE COETMHEHH ¢ moMoulbio nmcli, nmtui 1
nm-connection-editor;

e HaCTpauBaTh CETEBbIC MHTEP(EUCHI U IPYTUe CETEBbIE HACTPOMKH AJIs1 KOMaH/
ifup/ifdown;

e OmnpeeNsaTh CTAaTUYECKUE MapIIpPYThl;

e HacTpauBath arperupoBanue Ethernet untepdeiicoB ¢ nomouipio Mexanuzma bonding;

® [PUMEHSTH OCHOBHbBIC YTHIUTHI CETEBOM AUArHOCTUKHY;

e IMArHOCTMPOBATH CETEBbIE HEMOIAJKH C MOMOLIBIO TUATHOCTHYECKUX YTHIIUT;

e HacTpauBath ciyxk0y sshd u kaueHT ssh;

e paboTath C IpUMEHEHHUEM ssh;

e  KCIOJb30BaTh Ssh U1 MPOKCUPOBAHUS U TYHHEJIUPOBAHHMS;

e paccmaTpuBath (hopmatsl pecypcHbix 3anuceid Tuna SOA, NS, A, PTR, MX, SRV,

L]

yCTaHAB/IMBATh U HACTPAWUBaTh BEAYILUHI, MOJYMHEHHBINH U Komupytouuii DNS cepBepbl
JUIS1 30H IPSIMOT0 U 0OpaTHOro OTOOPaKEHHUS;
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e JMarHocTUpOBaTh padoTy ciykObl DNS;

e paszobpartk anroput™ paborsi DHCP npotokoia;

ycTaHapuBath 1 HacTpanBaTh DHCP juis Bbiauu KIMEHTaM IMHAMHYECKUX U
MOCTOSIHHBIX a/IpECOB;

e HactpanBaTh DHCP Ha KIMEHTCKOM CTOPOHE;

e MPOBOJUTH IMATHOCTHKY paGoTocniocobHocTu cityx6er DHCP;

e HacTpauBaTh AuHamMuyeckuit DNS;

e  OCYIIECTBIATH py4HOE OOHOBJIEHHE JuHaMuyeckinx DNS 30H;

e ycranasnuBath npokcu-cepsep SQUID;

e MPOM3BOIMTH NMepBoHauabHyI0 HacTpoliky SQUID n ocHOBHBIE HACTPOHKH SQUID;

e HacTpauBaTh MpaBUiIa JOCTYIA C MOMOLIBIO CIIUCKOB I0CTYIA B SQUID;

e HacTpauBaTh 6a30Byi0 ayTeHTU(HKauo NCSA;

e  YCTAaHABIMBATHL M HACTPAMBaTh reHepatop or4eros At SQUID;

e juarHoctupoBath padoty SQUID;

e HaCTpauBaTh CHCTEMHOE U amnapaTHoe BpeMs Ha XOCTe;

e pa3bupaThbCs B TEPMUHOJIOTUH, MCTIONB3YEMOH /Ul OMTUCAHMUS MPOLIECCa CHHXPOHHU3ALMH
BPEMEHHU 110 CETH;
HacTpauBaTh cityk0y ntpd, ntp-KjieHTa;

e JIMarHOCTUPOBATH MPOOJIEMbI, KOTOPBIE MOI'YT BO3HUKHYTE B IPOLIECCE CHHXPOHU3ALIMH
BPEMEHH 10 CETH;

e  BLINOJIHATH 33JJaHUsl U3 KOMAH/HOW CTPOKH;

e coszjaBath (ailsi HHBEHTAPU3ALMH, TIEHOYKH;

e  HCIOJNL30BaTh NepeMeHHble Ansible;

e paboTaTh C pOJIAMH,;

e pa3BepTHIBATH JOMEHHYIO CiyKOy FreelPA;

e  YNpaBJsATh YUETHBIMH 3aMUCSMHU MOJIL30BATENEH U IPYIII ¢ y4ETOM HalU4us MAHIATHOTO
JOCTYyNa;

e HacTpauBaTh MPaBMUJIA HA OCHOBE y3J1a (XOCTa);

e HacTpauBaTh ayTEHTU(UKALMIO CETEBBIX CIyKO BO FreelPA;

e MpejoCTaB/IATH JOCTYI Mmojb3oBatensm AD k ciayxbam nomena FreelPA;

e HACTpauBaTh LIEHTPAJIM30BAHHOE XPAHMIIMLIE JIOMALIHUX KaTajloroB JOMEHHbIX
MOJIb30BATEIIEH;

e yCTaHABJIMBAaThL W HacTpauBaTh BeOG-cepBep Apache2;

e HacTpaMBaTh BUPTYabHbIN XOCTUHT, UCTIOJIL3Ys Apache2;

e HactpauBaTh Kerberos ayrentudukamuio ans Apache2;

e HacTpauBaTth paboty Apache2 npu HaIMYKUK MaHIATHOTO J0CTYyTA.

e HACTpaMBaTh MOYTOBYIO CIyKOy ¢ Hcroib3oBanueM Exim, Dovecot, Thunderbird;

e HaCTpaMBaTh CETEBYIO CIIyXkOy NeyarTu,

L]

yCTaHaBJIMBATb Astra Linux 1o cetd B aBTOMaTU4E€CKOM PEXKUME]

3HATh

e apXMTEKTYpy AamnmapaTHbIX, MPOrPAMMHBIX M [POrpaMMHO-ANMapaTHbIX CPeJCTB
aJIMUHUCTPUPYEMOM CETH;

nuanasonsl [P aapecoB, BbIAEICHHBIX 110 YACTHBIE CETH;

aJITOPUTMBI IIHU(POBAHHS;

apxuTekTypy Ansible;

pa6oty nporokosnioB HTTP u HTTPS;

OCHOBHBIE MMPOTOKOJIbI, UcMOb3yeMble BO FreelPA
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e TEpMHUHOJIOTHIO, Ucrnionbiyemyto B DHCP;
e rtepmuHosioruo DNS, HasHaueHus DNS cepeepos, pexumbl paboTel DNS;

e Ha3HaueHWE M CTPYKTYpPY MEpeaBaeMbIX JaHHBIX OCHOBHBIX MPOTOKOJIOB M3 CTEKa
TCP/IP.

1.4. Kareropuu ciaymarenei

JIns yCremHoro npoxXox/IeHHs Kypca peKOMEH/yeTCs:

— npoiith obyueHHe Mo Kypcy «Astra Linux ans nomb3opatenei» v obnanats
SKBMBAJIEHTHBIMU 3HAHUSIMU U OTBITOM.

— mpoiiTi obyuenue 1o Kypey «Astra Linux. bazoBoe aiMUHUCTpUpOBaHKE» WilM 00J1a1aTh
9KBUBAJEHTHBIMU 3HAHUSMH U OIBITOM.

— mpoiith obydenue 1o Kypey «Astra Linux. PacmmpeHHoe aiMHUHHCTPUPOBAHHE» WM
0611a1aTh SKBUBAJICHTHBIMHU 3HAHUSMH U OTIBITOM.

— 06nanarh 6a30BbLIMHM HaBbIKAMU pabOThI B KOMAH/HOMH CTPOKE;

1.5. ®opma oby4eHnus

®opma 06yueHHs: O4HAs WK OYHAs C IPUMEHEHUEM JMCTAHLIMOHHBIX 06pa30BaTesbHbIX
TEXHOJIOTHM U 3JIEKTPOHHOr0 00y4YeHusl.

1.6. O6bem nmporpaMmalI

Oo0bem nporpammel: 40 ak.4acosB.
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2. OPTAHM3AIIMOHHO-NIEJAT OIr'MYECKHUE YCJIOBUS OBYYEHUSA

2.1. KajapoBoe obecneueHne 06pa3oBaTe/ibHOI0 mpomuecca

Tpe6oBanus K KBanupuKaLMU NEJarorHyeckuX KaJpoB: BbICIIee 00pa3oBaHME, OIbIT
pabothi ¢ Astra Linux, ctaTyc cepTuULMPOBAHHOTO Npenoaasatens Astra Linux.

2.2. MarepHaJbHO-TEXHHYECKHE YCIOBUS

Peanuzaiysi nporpamMMbl Mpenonaraet Ajis NpoBeJeHUs JabopaTOpHEIX paboT Haauuue
ayJIMTOPMHM, OCHAIIEHHOM CreLraIM3upOBaHHEIM 00opynoBaHueM. KaxmoMy  ciylmiaTeso
npenocrapisiercs pabouee MecTo, O00OpYJOBaHHOE TMEPCOHAIBHBIM  KOMIIBIOTEPOM  CO
CIeIYIOLIMMHU XapaKTePUCTUKAMM:

— IIpoueccop Intel unu AMD;

—  Kectkwuit quck — muaumyMm 120 I'6, 7200 RM SATA;

— OneparuBHas namsats — 8 ['6 uau BbllLe;

— Buneokapra/Monutop 19 moiimoB SVGA wiy BeilIeE;

— KnaBuatypa, MaHUITYJSTOP MbILIb, 3ByKOBasl KapTa U KOJIOHKM MJIM F'apHUTYpa.
— JlocTyn K CETH UHTEpHET.

KommbroTep npenoaBatess A0KEH ObITh NOAKIIOUEH K IPOEKTOPY, MOJICPKHBAOLIMM
paspewenue 1024 x 768 unu BeiIE.

Jlns mpoeeneHuss oOy4eHHs ciymaTeneil B ynaleHHOM ¢opmare y4eOHbIH LIEHTp
pacrojaraeT CHCTEMOM JMCTaHLMOHHOro oOyuenus. TpeGoBaHus K XapaKTepHCTHKaM
KOMITBIOTEPA CITyILATENs CIAeAYyIOKe:

1. TlporpamMmMmHoe obecrneueHue

— OnepauronHas cucrema cemeiicts Windows, Mac Os, Linux.

— Be6-6paysep ¢ ycranosienHsiM Adobe Flash Player Bepcuu 10.3 1 Bbile (peKOMEHIyeTCst
nocjeanas akryaibHas Bepcust Adobe Flash Player).

— Ilporpamma RDP-kiueHT 1 NOAKIIOUEHUS K JaOOPaTOPHOM YCTaHOBKE.

2. Ob6opynoBanue

— Tlpoueccop 2 I'T'u unu Bble

— 11’6 onepaTMBHOM MaMsITH UK BbILIE

— MoHnuTop ¥ BueokapTa ¢ paspeieniem 1280x1024

— 100 M6wur cereas kapra (nnu Wi-Fi)

— TloxgknroyeHue k MHTEpHET CO CKOPOCTHIO 256 KOUT/CEK UITH BbILIE

— Ortkpsitie TCP nopts! ai1st uexoasmux coeaunenuii 1494 u 2598 (ICA/HDX), 80 (HTTP)
1 443 (SSL).

2.3. HuadopmannoHHbIE H Y4eOHO-METOAHYECKHE YCIOBHS

Ilepeyenb HCMOJB3yeMbIX Y4eOHBIX H3AaHHH, VIHTepHeT-pecypcoB, IONOJTHHTEIbHOMH
JIHTEPaTYphbl
OCHOBHbIE UICTOUHUKHU:

1. OdunuansHoe yuebHoe nocobue (MperocTaBsSeTCs] BEHIOPOM).

2. Marepuansl u nokymenTauus Astra Linux Special Edition [Qnextponnsiii pecype] // AO
«PycbuTexy, 2023. URL: https://astralinux.ru/products/astra-linux-special-
edition/documents-astra-se (nara oopamenus 27.07.2023)

JIONOMHUTEIbHBIE UCTOUHHUKH:

1. CrnpaBounblii nHeHTp Astra Linux [OnektponHslit pecypc] // Atlassian, 2023. URL:

https://wiki.astralinux.ru/ (nata obpamenus 27.07.2023). -
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2.4. OO6mas opraHu3zanus 06pa3oBaTebHOI0 Npouecca

Peanu3aiys NpOrpaMMbl MPEANIONAraeT COYeTaHHe JIEKUHMOHHBIX M JIabOpaTOpHBIX
3apsATUil. B Hadane W3ydyeHHs KaXAOro MOJIYJs IPOBOAATCS JIEKLUH, KOTOpbIC MO3BOJIAIOT
cAylatensM TMOJYYUTh HMHOOPMALMIO W ONMPENEeMTh MOAXOAbl K pPELIeHHIO  3ajad,
MpeLyCMOTPEHHBIX J1a00PaTOPHBIMU paboTaMu.

Jlanee ciymaresyd WHAMBULYaAJIbHO BBITIOHSIOT J1a00paTOpHble paboThl, MO/ KOHTPOJIEM
npenonasatesis. Clymaresb JA0MycKaeTcs 10 cleaylowei 1abopaTtopHoi paboThl TOJIBKO MOCTE
TPaBUJILHOTO BbIMOJHEHUSA MPEAbIAYLICH.

[lpy JUCTAHLMOHHOM OOYYEHHMM Ul TOJAKJIIOYEHUS K CHCTeMe JMCTAHLHMOHHOIO
06JIyueHHsl Cllylmiatesb CO CBOETro KOMIMbIOTepa B BeO-Opaysepe MEPEXOAMT M0 3apaHee
MOArOTOBJIEHHONW Wweb-cChlIke M TMOocie aBTOPU3ALMM [ONAJacT B BHUPTYaJbHYIO KOMHATy
BeOuHapa. B mnpoiecce oOydeHus ciymiaresib HaOJ0JaeT BCE, YTO MPOMCXOAMT HA SKpaHe
npenojaparess — pabounii CTOJ, AEMOHCTpauMs paboTel ¢ MHTepdedicamu 06OpyAOBaHMS,
3apaHee MoArOTOBJIEHHAs MPE3CHTALHS, CIILIIIUT 0JJ0C MHCTPYKTOPA, MOXKET 0011aThCs B Yare, a
TaKOKe MOXKET BKTIOUMTH MUKPOGOH (IPU €ro HalM4KMK) ¥ caM 3aJiaTh BOMPOC HANpAMYIo, 60
MPEeI0CTABUTh UCIOJb30BaHUE COOCTBEHHOrO paboyero CToja MHCTPYKTOPY AJIs paspelieHus
BOIPOCOB ¢ JIAGOpaTOPHBIMHU paboTaMy.

[Ipy BBINOJHEHWH CIylIaTeaeM JabopaTOpHBIX paboT MpenojaBaresib MOOYEPeTHO
MOAKJIIOYaeTcsl K J1abopaTOpHbIM CTEHJAAM CllyllaTeleil ¥ KOHTPOJMPYET BBINIOJIHEHHbIC
HACTPOMKHM, KOPPEKTHOCTH pabOThl CEPBUCOB, a TaKKe /I Kak[OH /1abopaTtopHOH paboThl
onpe/iesieHbl 3apaHee KOHTPOJIbHbIE MPOBEPKH. B cityuae OTKIOHEHHH BbIIAET 3aMeUaHus K X0y
BBITIOJIHEHHS U PEKOMEH/IALUK 110 YCTPAHEHUIO HEI0UYETOB U HEUCIIPABHOCTEH.
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3. VUYEBHBIN IUIAH

. Texyinit
§ KOHTPOJIb Hrorosbii
) AYIUTOPHBIE 3aHATHSA C (npu KOHTPOITL *
§ ucnosb3oanuem J10T, akan. yac. HaTHIHH)
HaumMeHnoBanue g CPC,
Q
PasAciE, = M3 HUX, aKaJl. 4ac ae
MOJLyJIer z - a,
= = ; e
§ Bz:];@ E § § g = £ Ok3. | 3auer | Tecr
i ’ ' 5 = 5 S
= : ‘s g8
1 2 3 4 5 6 7 8 9 10 11 12

Moguyis 1. Ocuossr TCP/IP

cereit. Hacrpoiika u

JIMarHOCTUKA CETH. 3 3 1 2

Moayib 2. Hactpoiika

yJaJIEeHHOro 10CTYyMa Mo

SSH. 3 3 1 2

Monyas 3. Ciyx0a

JIOMeHHbIX uMeH DNS. 3 3 1 2

Mouyb 4. Ciyx6a DHCP. 3 3 1 2

Monyib 5. [Ipokcu-cepsep

SQUID. 3 3 1 2

Moaynb 6. CHHXpOHU3aALMs

BPEMEHH T10 CETH. 3 3 1 2

Monynb 7. CHHXpOHU3ALKS

BpPEMEHH I10 CETH. 3 3 1 2

Moayis 8. Cucrema

yHpaBIeHUs

uaeHTHYHOCTHIO (IdM) —

FreelPA. 3 3 1 2

Monyas 9. Beb-cepsep Ha

ocHoBe Apache. 3 3 1 2

Mogayns 10. Cucrema

9JIEKTPOHHOM MOuTHI Ha Oase

Exim u Dovecot. 3 3 1 2

Monyab 11. 3amuimeHHbii

KOMIUIEKC [POrpamMm st

nevyaTH ¥ MapKHpOBKU

JIOKYMEHTOB. 4 4 1 3

Monyab 12. YcranoBka

Astra Linux no ceru. 6 6 2 4

Hroro 40 40 13 27 12

[Tpumeyanue —

B cronbuax 2 — 7 yka3blBaeTCst KOJMUYECTBO 4acOB,

B crosibnax 8 — 12 yka3piBaeTcst KOJM4ecTBO paboT, TECTOB M T.II.

IIpu orcyterBrun CPC, Tekyliero KOHTPOIIs, TPOMEYTOUHOH aTTecTalk rpadsl 7 - 9 HCKIIOYHUTD.

* B cOOTBETCTBYIOLIEH rpade yKa3bIBAETCsl KOJIMUECTBO U TEXHOJIOTUS [IpHEMa:

«T» - IpueM, OCYLIECTBIISIEMbIH 1O TPAJHULHOHHON 00Pa30BaTEIbLHON TEXHOIOTHH;

«D» - TIpHeM, OCYLIECTBIISEMbIH C HCIOJIB30BAHHEM TEXHOJIOTHH 2J1EKTPOHHOrO 00y4eHHs;

«J1» - IpHeM, OCYILIECTBIISIEMbIH C HCIIOJIBE30BAHUEM JHCTAHIIMOHHbIX 00Pa30BaTENbHBIX TEXHOJIOTHH.

4. KAJIEHJIAPHBIA YYEBHBIN I'PA®UK
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Haumenosanue
pasoena, Mooy

1 oenwv

2 OeHb

3 oenv

4 0env

5 OeHb

Monyns 1. OcHOBBI
TCP/IP cereid.
Hactpotiika u
JIMArHOCTHKA CETH.

Jlexyus — 1 u.
Jlabopamopnas
paboma — 2 u.

Mopnyis 2.
Hactpoiika
yAQJIEHHOrO
jpocryna no SSH.

Jlexkyus — I u.
Jlabopamopnas
paboma — 2 u.

Moy 3. Cinyxba
JIOMEHHBIX HMEH
DNS.

Jlexyus — 1 u.
Jlabopamopnas
paboma — 1 u.

Jlabopamopnas
paboma— 1 u.

Monyns 4. Cayxba
DHCP.

Jlekyusi — 1 u.
JlabopamopHas
paboma — 2 u.

Mopnyas 5. Ipokcu-
cepsep SQUID.

Jlexkyusi — 1 u.
Jlabopamopnas
paboma— 2 u.

Monys 6.
CHHXpOHHU3ALHMS
BPEMEHH T10 CETH.

Jexyus — 1 u.

Jlabopamopnas
paboma — 2 u.

Monyas 7.
CHHXpOHU3aLHUS
BPEMEHH 10 CETH.

Jlekyus — 1 u.
JlabopamopHas
paboma — 2 u.

Monys 8. Cucrema
yIpaBJjieHUs
HJIEHTHYHOCTBIO
(IdM) — FreelPA.

Jlexyusi — 1 u.
Jlabopamophas
paboma — 2 4.

Monyis 9. Beb-
cepBep Ha OCHOBE
Apache.

Jexyus — 1 u.
Jlabopamopnas
paboma — 2 u.

Monyns 10.
Cucrema
9JIEKTPOHHOM ITOYTHI
Ha 6a3ze Exim u
Dovecot.

Jlexyus — 1 u.
Jlabopamopnas
paboma — 2 u.

Monyas 11.
3anuIeH bl
KOMITJIEKC
porpamm Juist
neyaTu u
MapKHPOBKH
JIOKYMEHTOB.

Jlexyus — 1 u.
Jlabopamopnas
paboma — 1 u.

Jlabopamopnas
paboma — 2 u.

Monyns 12.
VYcranoBka Astra
Linux ro ceru.

Jexyus — 2 y.
Jlabopamopnas
paboma — 4 u.
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