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1. OBIIASI XAPAKTEPUCTHKA ITPOT'PAMMBbI

1.1. Bsenenme

HopMaTiBHYIO PaBOBYIO OCHOBY pa3pabOTKH MPOrpamMMbl COCTaBJISIOT:

— ®enepanbHblit 3akoH OT 29 nekadbps 2012 r. Ne 273-®3 «O6 obpazoBanuu B Poccuiickoi
Denepauun»;

—  Vcras AHO JITIO «CodTnaiin DAroKeHIH».

1.2. O6aacTh NpUMEHEHHUs NPOrpaMMBbl Kypca

Hacrosiimast jrononHuTenbHas obueobpa3oBaresibHas o0liepa3BUBarollas [porpamma
npeaHasHa4yeHa Ui a[MUHUCTPATOPOB 6E30MacCHOCTH, CUCTEMHBIX aJIMUHUCTPATOPOB, KOTOPbIM
TpebyeTcst 06ecneunTh KOMIUIEKCHYIO 6€30MacHOCTh CeTeBOM HHPpacTpyKTypbl nocpeacTeom OC
Astra Linux Special Edition u Tex, KTO TIUIlaHUPYeT OCBOUTb CMEXKHYIO KOMIETEHLHIO
CreLHaIUCTA M0 HHPOPMALIMOHHOHN 6€30MaCHOCTH.

B nporpamme paccmarpuBaetcs Astra Linux Common Edition u Astra Linux Special

Edition.

1.3. Ieap u miIaHupyemblie pe3yabTaThl OCBOCHHUS J0NOJHATEIbHONH 00pa3oBaTeIbHOIM
NPOrpaMMBblI

Ienw: coBepiIeHCTBOBaHUE/IPUOOPETEHUE HOBBIX KOMIIETEHLIUH MO 06ECTIeUeHUIO KOMITIEKCHOM
6e30MacHOCTH ceTeBOM UHPPACTPYKTYpHI MOCpeACTBOM Astra Linux.

TpeboBanus K pe3yJibTaTy OCBOCHHSsI JONOJTHHTEIbHOH 00pa3oBaTe/IbHOI MPOrPAMMBI

O0yuaromuiicsi B pe3yJibTaTe OCBOCHHSI TIPOrPaMMBbI 10/IKEH
YMETb:

HACTpauBaTh JIOKAJIbHBIE MOJUTUKU OE30MaCHOCTH;
HACTpauBaTh YYETHbIE 3aIUCH I0JIb30BATENEH U TPYIIIILI;
KOH(UrypHpoBaTh MaHJATHOE YIIPaBJIEHUE JOCTYIIOM;
HacTpauBath ayaut OC;

KoHpurypuposats ALD;

3HaTh:
e HopMmatuBHbIe JOKyMeHTbl PCTOK;
® TPUHLMIIBI MAHJATHOrO KOHTPOJIA LIEJOCTHOCTH M MAHJATHOTO YIIPABJICHHUS JOCTYIIOM.

1.4. Kareropum caymareJiei

JIi ycnemHoro NpoxXox/AeHus Kypca peKOMEHIyeTCs:

— npoiTH obydyeHue 1o Kypcy «Astra Linux pans mnoab3oBarenedi» WM 00JajaTh
9KBUBAJICHTHBIMU 3HAHUSIMU U OTBITOM.

— 1npoiti oby4enue 1o Kypcy «Astra Linux. ba3zoBoe aaMuHUCTpUpOBaHKE» WK 00J1a1aTh
SKBUBAJICHTHBIMU 3HAHUSIMHU U OTBITOM.

— Tpoiith obyuyeHue no Kypcy «Astra Linux. PacmiupeHHOe agMUHHUCTPUPOBAHHE» WM
006J1a71aTh SKBUBAJICHTHBIMU 3HAHUSIMU M OTBITOM.

— obnanate 6a30BBIMM HaBbIKaMU pabOThl B KOMaH/HOM CTPOKE;
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1.5. ®opma oGyueHnus

Dopma 06y4eHHUs: O4HAs 1M OYHAS C MPUMEHEHHEM JMCTAHIIMOHHBIX 06Pa30BaTEbHBIX
TEXHOJIOTHH U 2JEKTPOHHOIO 00y4YEHHSI.

1.6. O6bem nporpammel

O6bem nporpammbl: 40 akaji.4yacos.
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2. OPTAHUBAIIMOHHO-IIEJATOI'MYECKHUE YCJIOBUS OBYUYEHUS

2.1. Kaaposoe obecnieueHHe 00pa30BaTeILHOrO Mpolecca

TpeboBanus K KBaiM(UKALMKM NMENArOrMYECKUX KaJpoB: BBICIIEE OOPa3OBaHHE, OIBIT
paboTsl ¢ Astra Linux, cTaTyc cepTuduuupoBaHHoro npenogasarens Astra Linux.

2.2. MarepHa/ibHO-TeXHHYECKHE YCIOBHS

Peanusauus nporpamMmmel mpezanonaraeT s MpoBeAeHHs J1aGOpaTOpHLIX paboT HaIUuHe
ayJIMTOPUM, OCHAIICHHOW CMELMAIM3UPOBaHHbIM oOopynoBanMeM. KaxaoMmy —ciymiaresio
MpejocTaBseTcs pabodyee MecTo, O00OpPYJIOBAHHOE MEPCOHANBHBIM ~ KOMIBIOTEPOM — CO
CIIEYIOIIMMU XapaKTePUCTUKAMM:

- IIpoueccop Intel unu AMD;

- Kecrkuii quck — muaumym 120 I'6, 7200 RM SATA;

- OnepaTtuBHas naMaTh — 8 I'6 UK BbILLIE;

- Buneoxapra/Mounutop 19 aroiimoB SVGA unu BblLe;

- KiaBuatypa, MaHuIly i TOp Mblllib, 3BYKOBasi KapTa M KOJOHKH MIJIM TapHUTYpA.
- JIocTyn K CeTH MHTEpPHET.

KomnbroTep npenonasatesns 10mkeH ObITh TOAKIOYEH K IPOEKTOPY, MOUIEPKUBAIOLIAM
paspewenue 1024 x 768 unu BeiLleE.

Jns npoeienus oOyueHHs ciymareneli B ymaleHHOM Qopmare yueGHBIH LEHTp
pacronaraeT CHCTEMOH JUCTAHLMOHHOrO oOyueHus. TpeGoBaHMsS K XapakTepUCTHKaM
KOMITBIOTEPA CIIyLIATEJIS CIIeLyIOLIHeE:

1. TIporpammuoe obecrieuenue

- OnepannonHas cuctema cemeiicte Windows, Mac Os, Linux.

- BeG-6paysep ¢ ycranosnennsiv Adobe Flash Player Bepcuu 10.3 u Bbimie (pexomennyercs
nocieHss akryanbHas Bepcust Adobe Flash Player).

- IIporpamma RDP-K1MeHT /1715 NOAKITIOUEHHMS K JTaGOPaTOPHOMN YCTAaHOBKE.

2. O6opynoBanue

- IIpoueccop 2 I'T'1y vy BbIIE

- 1 I'6 onepaTHBHOM NaMsATH WK BhILIE

- MonuTop 1 Buaeokapra ¢ paspeimenueM 1280x1024

- 100 Mo6wur ceteBas kapra (nau Wi-Fi)

- [oxknrouenue k MHTEpHET CO cKOpOCcThIO 1200 KOUT/CEK MM BbILIE

- Otkpoitbie TCP noptsl 1jiss HCXOAAIMX coeauHeHni 1494 u 2598 (ICA/HDX), 80 (HTTP) u
443 (SSL).

2.3. HudopmauuoHHbIE H y4eOHO-METOIHYECKHE YCIOBHS

Ilepeuens ucmoab3yemMbIX y4eOHBIX H3AaHHMil, VIHTepHET-pecypcoB, JOMOJHHTEIbLHOl

JIITEPATyphbI
1. Cneunanshblit kypc. ALSE-1605: Yue6Hoe mocoGue. — M.: AO «HITO PycBUTex», 2019
r.-238c.

2. Astra Linux [Onexrponnsiii pecypc] URL: https:/astralinux.ru/products/astra-linux-
special-edition/documents-astra-se (qata o6pamenus 27.07.2023).

3. CnpaBounblii ueHTp Astra Linux. URL:https://wiki.astralinux.ru/ (mata obpaiueHus
27.07.2023).
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2.4. O6was opranu3auusi 00pa3oBaTe/LHOIO npouecca

Peanuzanus mnporpammbl MNpearosiaraeT CcovyeTaHue JIEKUMOHHBIX M J1abopaTOpHBIX
3aHATUIA. B Hawane M3y4yeHUs KaxA0ro MOAYJs IMPOBOAATCS JIEKLUMH, KOTOPbIE MO3BOJISIOT
CllyliaTesiiM  MOJYYUTb MHGOPMALMIO M ONPEAEIMTh MOAXOAbl K PpEIICHHUIO 3ajady,
NpeyCMOTPEHHBIX 1a00paTOpHBIMU paboTamH.

Hanee ciywiareny WHAMBUYATbHO BBIMOIHSIOT JJAOOpaTOpHbIE paboThl, MOA KOHTPOJIEM
npenoaasarens. Ciymarensb J0MycKaeTcsl 10 cieayrouiei nabopaTopHoii paboThl TOJIBKO Mocie
MPaBUJILHOTO BBIMOJHEHUS MPEblIyLIEH.

[Ipy JAMCTaHLUMOHHOM OOYYEHMM [Uls MOJKIIOYEHUS K CUCTEME JUCTaHLMOHHOIO
obyyeHus cayuiateslb CO CBOEro KOMIbIOTEpa B BeO-Opay3epe MNepexoauT MO 3apaHee
MOArOTOBIEHHOM Wweb-cChllIke M MOcje aBTOpU3alMM MMONAaZaeT B BUPTYaJbHYIO KOMHATY
BeOuHapa. B mnpouecce oOyueHus ciymiarenb HabMoOJaeT BCE, YTO MPOMCXOAUT HAa SKpaHe
npenojaasaress — pabouuit cToi, JAeMOHCTpauMs paboThl ¢ uHTepdeiicamu 000py0BaHuS,
3apaHee MOAroTOBJICHHAs MPE3EHTALMS, CIBILIUT IOJI0C HHCTPYKTOpA, MOXKET 00IIAThCs B yaTe, a
TaKKe MOXET BKJIIOYMTh MUKPO(GOH (ITpU €ro HajJu4yuM) U caM 3aJaTh BOMPOC HAMPSAMYIO, OO0
MPEeAOCTaBUTh UCIOJIb30BAHUE COOCTBEHHOrO pabovyero CTojia MHCTPYKTOPY Ul pa3pelieHus
BOIIPOCOB C JIAGOPAaTOPHBIMU PabOTaMH.

[Ipy BbIMOAHEHMM ciylIaTeneM JabopaToOpHbIX paboT MpernoAaBaTeb MOOYEPEIHO
NOJKIIOYaeTCs K JIabOpaTOpHbIM CTEHJaM CiyllaTeleil M KOHTPOJHUPYET BBINOJHEHHbIE
HACTPOWKH, KOPPEKTHOCTh pabOThl CEPBUCOB, a TaKXKe IS KaXAOW 1abopaTOpHOM paboThI
OINpeJIEsIEHbl 3apaHee KOHTPOJIbHBIE MPOBEPKH. B cilyuae OTKIIOHEHUIt BbIIAaeT 3aMevaHust K X0y
BBINOJHEHUS U PEKOMEHIALMU N0 YCTPAHEHUIO HEI0UETOB U HEUCTIPABHOCTEH.
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3. YUEBHBIN ILJIAH

HaumeHoBaHHE
pasjena,
Mozayel

O611ast TPy 10eMKOCTb, Yac.

AYIHTOPHbIE 3aHATHS C
ucnoab3osanuem J1OT, akan. yac.

Bcero
, 4ac.

W3 HUX, aKajl. 4ac

npax. 3aH.,
CeMHHapBI

CPC,
yac.

Texymuit
KOHTPOJIb

Hroroselit KOHTPOJIL
(IpH HAJTMYMH)

Ok3. | Bauer | Tecr

JIa6. P

1

(3]

JIeKIHH
W [11a6. paboThI

&

Monyas 1. ITousitus,
HCIOJIb3yeMbIE B TEOPHH
KOMIIbIOTEPHOH
6€30MacHOCTH.
DopMabHbIe MOJICITH
MOJIETHPOBaHUE
6e3onacHoCTH
cospemenHbIx OC.

Monyns 2. HopmatuBHbie
nokymenTsr @CTIK
Poccun,
periaMeHTUpyroLne
TpeGoBaHus 5e30MacHOCTH
unpopmauuu k OC obuiero
Ha3HAYCHUSL.

Mognyss 3. ITapameTtpsi
HACTPOHKH JIOKAJTbHOH
HOJMTHKHM O€3011acCHOCTH
OCCH. Pabora ¢ y4éTHBIMH
3aMMCAMH T10JIb30BaTENEH U

rpyInamu.

Monyne 4. ManaaTHeii
KOHTPOJIb LEJIOCTHOCTH B
OCCH. Peasnusars
MaHJIaTHOTO KOHTPOJIsI
LEJIOCTHOCTH B (ait/IoBOi
CHCTEMe.

2,5

2,5

0,5 2

Monyns 5. ManznaTtHoe
YTpaBJIEHHE JIOCTYIIOM B
OCCH. Peanu3zauust
MaHJIaTHOTO yIpaBJICHUS
JIOCTYINIOM B (aitioBOH
CHCTEME.

Moayns 6. Hactpoiika
MOJICHCTEMBI ayJIUTA B
OCCH.

1.5

1.5

0,5 1

Monyns 7. Peanm3arus
3aMKHYTOH NPOrpaMMHO#
cpensl. ITposepka
HETOCTHOCTH MOJCHCTEMbI
3aIUTEI.
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Mouys 8. I[Tpumenenue
CK3HU nuist pabotel ¢ TUC
(rocynapCTBEHHBIMH
HHPOPMAITHOHHBIMH
CHCTEMaMH ).

Monyas 9. ManzaatHoe
yIpaBJIeHHe JOCTYIIOM B
CVYB/I PostgreSQL.

Mogayis 10.
Kongurypuposanue
ciyx0Obl Astra Linux
Directory.

8,5

8.5

1,5

Mopnyinb 11. MuaTerpauus ¢
MS Active Directory Free
IPA 1 Samba DC.

Moayne 12. Cpencrsa
BUPTYaJIH3aALHH.

2,5

2,5

259

Hror

40

40

23

17
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4. KAJIEHAPHBII YYEBHBII I'PAGUK

Haumenosanue
pazoena, Mooy

1 oenw

2 denv

3 Oenw

4 oenw

5 oennv

Monysb 1. TTonsiTus,
UCIIOJIb3YEMbIE B
TEOpPUHU
KOMITBKOTEPHOU
0e30MacHOCTH.
DopMaibHbIE MOJIEITH
U MOJIEIHPOBaHHE
0e30macHOCTH
coBpemeHHbIx OC.

Jlekyusi — 4 u.

Moayas 2.
Hopmarususie
nokymenTsl @CTOK
Poccuu,
perjaMeHTUpyIoLHe
TpeboBaHUs
6e3omacHOCTH
uHdopmanuu k OC
00111ero Ha3HAYEeHHUsI.

Jlexyus — 1 u.

Monys 3.
[Tapamerpsl
HACTPOUKH
JIOKAJIbHOH MOJIMTUKH
6e3omacHocty OCCH.
PaGora ¢ yuérHbiMH
3aIUCIMH
NoJIb30BaTesIeH U
I'PYIIAaMH.

Jlexyusn — 2 u.
Jlabopamopnas
paboma — 1 u.

Jlabopamopnas
paboma — 1 u.

Mogayis 4.
ManaaTHbli
KOHTPO/Ib
IIEJIOCTHOCTH B
OCCH. Peanu3zanus
MaHJaTHOTrO
KOHTPOJIS
1IeJIOCTHOCTH B
(aitioBoi cucreme.

Jlekyus — 0,5 u.
JlabopamopHas
paboma — 2 u.

Moayis 5.
MasuiatHoe
ynpaBJieHHe
nocrynom B OCCH.
Peanusauus
MaHJIaTHOI'O
yTpaBJIeHUs
JIOCTYTIOM B
(aiinoBoii cucreme.

Jlekyus — 3 u.
Jlabopamopuas
paboma— 1,5
y,

Jlabopamopnas
paboma — 0,5
y,

Monyas 6.
Hactpoiika
TMOJICHCTEMBI ay/1uTa B
OCCH.

Jlexyus — 0,5 u.
Jlabopamopnas
paboma — 1 u.

Monyns 7.
Peanusauus
3aMKHYTOMH
IIPOrPaAaMMHOM CpEeJIbl.
[TpoBepka

Jlexyusn — 1 u.
Jlabopamopnas
paboma — 3 u.
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HEJIOCTHOCTH

MOJICUCTEMBI 3AILIUTHI.

Moayas 8. Jlexyus — 1 y.

[Mpumenenne CK3U

st pabotsl ¢ TUC

(rocyapcTBEHHBIMU

HMH(OPMALHOHHBIMH

CHCTEMaMH).

Moayis 9. Jlexyus — 1 u. Jlexyus — 3 u.

MannarHoe

yIpaBjieHHne

nocryniom B CYB/]

PostgreSQL.

Moayis 10. Jlexyua — 1,5 u. | Jlabopamopuas
Koudurypuposanue Jlabopamopnas | paboma— 3,5
ciyx0Obl Astra Linux paboma — 3,5 y,

Directory. y,

Moayab 11. Jlexyusn — 2 u.
Murerpauus ¢ MS

Active Directory Free

IPA u Samba DC.

Monyas 12. Jlexyus — 2,5 u.
Cpencrpa

BUPTYaJIM3aLHH.
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